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INTRODUCTION 

The Freedom of Information Act (FOIA) provides that any person, with a few narrow 
exceptions (e.g .. a fugitive), has a right, enforceable in court, to obtain access to agency 
records, except to the extent that such records (or portions of them) are protected from 
public disclosure by an appl icable FOIA exemption. EPA receives thousands of FOIA 
requests a year, many of which are complex requests that seek records from multi ple 
EPA offices. The Agency's response to FOIA requests is guided by the statute, 5. U.S.C. 
§ 552, EPA's implementing FOIA regulations, 40 C.F.R. § 2. 100 et seq., EPA's FOIA 
procedures, http:// intranet.epa.gov/toialdocs/FOI 1\-Proc August ")0 14-09-30FIN A L( with
electronic-si!!nature).pdf, and individual office's FOIA procedures. 
http://intranet.epa.!!o\·/toia/FOIA-Procedures.html . 

This document fo llows the lifecycle of a FOIA request and contains tips to help you 
successfully address any FOIA request, complex or otherwise. The document is intended 
for the internal use of staff and contains best practice guidelines and suggestions only. 
While the document and Appendix are intended to help staff comply with EPA policies, 
they are not themselves official EPA pol icy. Further, the document does not change, 
modify, or supersede appl icable legal obligations, including obligations imposed by 
regulation or statute, nor is it a regulation itself. 

Your use of this document is voluntary. The document is not legally enforceable and does 
not confer legal rights or impose legal requirements upon any member of the public, 
States or any other federal agency. The word .. should" in this document does not connote 
a requirement but rather indicates a strong recommendation in terms of a best practice. 

Furthermore, the suggestions in this document may not apply in a particular situation 
based upon the circumstances, and EPA retains the discretion to adopt approaches on a 
case-by-case basis that differ fi·om this document. Finally, this is a " living document," 
and EPA may revise it from time to time. 
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Step 1: Acknowledge Receipt of FOIA Request and Understand 
Your Statutory Deadlines 

A. How do I acknowledge receipt of the FOIA Request? 

1. FOIAonline 

FOlA requesters can submit their written FOTA requests to EPA electronically via 
FO!Aonline. FOIA requesters can also submit written requests to EPA's Headquarters or 
Regional FOIA Officers, in which case the National FOIA Program Office, or Regional 
Office, if applicable, will input the request into FOIAonline. All requests are processed 
through FO!Aonline. 

Once a request is submitted to FOIAonline, the requester receives notification immediately 
via the FOIAonline website confirming submission of a request. In this request 
confirmation, the requester is provided with a tracking number, the date submitted, and a 
brief description of the request as provided by the requester in the submission. An example 
of the response a FOIA requester receives upon submission of a request via FOIAonline is as 
follows: 

I 
I Make a fOiA R~uest 

Cleate an Account 

9/14/2017 

Request Confirmation 

Request Information--------------------------, 

Trackmg Number: EPA-HQ-2017-010565 

Requester Name: Ms. Den~e A. walker 

Date Submrtted: 08/16/2017 

Request Status : Submrtted 

Descnptron: Th1s IS a TEST of EPA's FOIA online system. I am rry1ng to f1nd out what lcind of 
acknowledgement IS sent to requesters. This IS not an actual FOIA. 

+;(.>'·* 
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FOIAonline then automatically generates an acknowledgement e-mail to the requester such 

as the fo llowing: 

<-t, Rt>pl) 'Q. Rep~, All l~ for., dd -r,:: 11.1 

tud S 16 :'1117 : 13 Pr.l 

foia hq@epa.gov 
FOIA Request EPA· HQ-2017·010565 Submitted 

This message is to confirm your request submission to the FOIAonline application: 

V 1ew Request. Request lllformation 1s as follows: 

• Trackmg Number: EPA-HQ-2017-010565 
• Requester Name: Denise A. Walker 
• Date Submttted: 08' 16/20 17 
• Request Status: Submitted 
• Descnpuon: Thls IS a TEST ofEPA"s FOIA onlme system. I am trymg to 

fmd out what k:md of acknowledgement is sent to requesters. Tlus LS not an 

actual FOIA 

The submission confirmation and the acknowledgment email are the first communication the 

requester receives from the Agency. The acknowledgment email also appears as the first 

correspondence entry as a system-generated email, which appears under the correspondence 

tab in FOIAonline. 

Be sure to turn on the notification feature under the "My Account" tab in 

FOIAonline, as the system will then generate c-mails to your Outlook account 
notifying you to check FOIAonline for requests or tasks that have been assigned to 

you. Be sure also to check regularly the "My Cases" tab in FOIAonlinc, as you will 

find all pending requests and tasks listed here. 

2. Initial communication from Action Office 

When you or your office is assigned as the lead (also known as the Action Office) on a FOIA 

request, you should immediately revi ew the request and ensure that assignment to your office 

is appropriate. If you believe that your office should not be the Action Office for a particular 

FOIA request, immediately notify the FOIA Coordinator or FOIA Officer in the office that 

you be lieve should be the appropriate Action Office. If there is agreement, the FOIA request 

should immediately be reassigned via FOIAonline to the correct office. If you are unsure of 

the appropriate Action Office, you should immediately work with your office's FOTA 

Coordinator or FOIA Ofticer to resolve the issue in conjunction with the National FOIA 
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Program Office. Be sure to communicate with the FOTA Coordinator or FOIA Officer in the 
other office before re-assigning the matter in FOTAonline. 

After ensuring that the request is properly assigned to your office as the Action Office, as a 
best practice you should reach out to the requester by sending a short note through 
FOTAonline, letting the requester know your contact information, that you are reviewing the 
request and that you will be back in touch promptly once you have had a chance to review 
the request fully. This can be accomplished by c licking the "Create Correspondence" in 
FOIAonline. The note might look like this: 

Subject: [FOIA ID # XXX-XXXX] 
Dear [FOIA Requeste1j: 
My office has received your FOIA request. I will contact you again after we have 
had an opportunity to review the request fully. I will be your point of contact. 
Please fee/free to contact me directly with any questions or concerns. 
Additionally, at any point in time, you may seek assistance from EPA 's FOIA 
Public Liaison at hqfoia@epa.gov or (202) 566-1667, or from the Office of 
Government Information Services (OGIS). You may contact OGIS in any of the 
following ways: by mail at: Office of Government Information Services, National 
Archives and Records Administration, Room 2510, 8610 Adelphi Road, College 
Park, MD 207 40-6001; by email at: ogis@nara.gov; by telephone at: (202) 7 4 I-
5770 or (877) 684-6448; orfax, (202) 741-5769 

Sincerely, 

[Your Name} 
[Your Phone Numbe1j 

Regular communication with the requester is fundamental to good FOIA 
processing. Start early! 

OGIS, which is referenced in the sample noted above, is a FOIA resource for the public 
and the government. lmps:l/www.archivcs.gov/ogis. The FOIA Improvement Act of 
20161 (hereinafter referred to as "the 2016 Amendments to FOIA") requires agencies to 
notify requesters of their right to pursue alternative dispute resolution through OGIS at 
certain points in the FOIA process, as explained below. 

1 lntps: /.'www. j usticc .govioip/oip-swnmarv-foia-improvement -act-20 16 
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B. How much time do I have to respond to a FOlA request? 

1. Statutorv a nd regulaton• time limits 

Under FOIA, you have 20 working days to process a request. 5 U.S .C. § 552(a)(6)(A)(i) 

(2006 & Supp. IV 20 I 0). FOIAonline has a c lock in the upper right hand corner that wi ll 

help you keep track of how many days have passed since the National FOIA Program 

Office perfected the request. If you believe you can complete the request in 20 working 

days, let the requester know. If the request is not clear, you should seek clarification of 

the request. 

2. Tolling time limits 

You can stop the clock one time while you are waiting for clarification from a requester. 

5 U.S.C. § 552(a)(6)(A)(ii). To do this, select "Stop the Clock" in FOIAonl ine and select 

the appropriate reason. Although you can only stop the c lock once to c larify a request, 

you can stop the clock as many times as you need for fee-re lated reasons, including when 

the requester is required to provide an assurance of paymem and has failed to do so. Fees 

are addressed more fully in Step 2. 

Once the request is c larified or the fee issue is resolved, be sure ro go back into 

FOIAonline and select ·'Start the Clock.'' 

3. How do I get more time to respond to a FOIA request? 

a. Unusual Circumstances ami the 10-tlav extension. 5 U.S.C. § 552(a)(6)(B)(i). If you 

th ink you will need additional time beyond the 20 working days, you can provide the 

requester with a notice that you are invoking a I 0-day extension for ·•unusual 

circumstances' · per 5 U.S.C. § 552. This will give you a total of30 days to respond to 

the request. This notice must: (1) be in writing; (2) include information on how to 

contact OGIS (as required by the 20 16 Amendments to FOIA); (3) prov ide the 

requester with an opportunity to narrow the request (5 U.S.C. § 552(a)(6)(B)(ii)); and 

(4) be for one ofthe following reasons: 

9/14/2017 

• the request requires EPA to collect responsive records from a field office 

or other entity separate from the office processing the request; 

• the request involves a "voluminous" amount of records that must be 

located, compiled, and reviewed; or 

• the request requires EPA to consult with another federal agency or other 

EPA components that have a substantial interest in the responsive 

information. 5 U.S.C. § 552(a)(6)(B)(i ii). 

b. Extension o[time bevoud 30 davs. If there are unusual circumstances and the 

request cannot be processed in 30 working days. you musl provide the requester an 

opportunity to modify the request so that it can be processed within 30 working days 
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or arrange for an alternative timeframe for completion of processing. 5 U.S.C. § 
552(a)(6)(B)(ii). This notice must: (1) be in writing; (2) include information on how 
to contact OGTS (as required by the 2016 Amendments to FOIA); (3) provide the 
requester w ith an opportunity to narrO\v the request; and ( 4) be for one of the unusual 
c ircumstances set forth in section 3.a. above. Requests that require the assistance of 
the Office of Environmental In formation 's (OEI) Discovery Services Division will 
likely exceed the 30-day limit. Please see Step 3 for additional information on how to 
submit search requests to the Discovery Services Division. 

4. Consequences of not responding to a FOIA within time limits 

While many requests will take longer than 20 working days to complete a response, it is 
important to pay attention to statutory deadlines. Failing to respond to a FOIA within the 
statutory timeframe enables requesters to go directly to district court for rel ief. 5 U.S.C. 
§ 552(a)(6)(C)(i). Fai ling to respond within statutory timeframes can also preclude the 
Agency from being able to charge fees . 5 U.S.C. § 552(a)(4)(A)(v ii i). 

Practice Tip: Be sure to think about whether you will need additional time beyond the 
statutory 20 working days when you receive the request. Do not wait! Most complex FOIA 
requests cannot be processed in 30 working days (i.e., 20 working days plus 10 days for 
unusual circumstances), so take appropriate steps to notify the requester and arrange for 
additional time as soon as possible. 
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Step 2: Evaluate the FOIA Request and Determine Fees to be 
Charged, if Any 

A. What is a proper FOIA req uest? 

Before commencing a search fo r records pursuant to the FOIA, evaluate the FOIA request and 

confirm that it is proper. A proper FOIA request is one that sufficiently describes the records 

sought, i.e. it enables an Agency employee familiar with the subject area to locate the records 

with a reasonable amount of efTort. 

The FOIA was not intended to make government agencies full-time investigators on behal f of 

requesters or to allow requesters to conduct fishing expeditions through Agency files. The FOIA 

is about access to Agency records, but does not require the Agency to answer questions or create 

records to respond to a request. However, the breadth of the FOIA request or its burden on the 

Agency alone does not make a request improper- requests can be very large, yet still be proper. 

Instead, the key inquiry is whether the request sufficiently describes the records sought such that 

you have enough information to begin a search. 

1. Applicable legal requirements 

E PA's regulations at 40 C.F.R. § 2. 1 02(c) state that the " request should reasonably 

describe the records you are seeking in such a way that will permit EPA employees to 

identi fy and locate them."' Further. the regulations state "when possible, your request 

should include specific information about each record sought." Final ly, the regulations 

state that this specific information should include (whenever possible) : 

• Date 

• Title or name 

• Author 

• Recipient 

• Subject 

Requests do not need to have ALL of these elements to be proper requests; however, 

requests that contain none of these pieces of infonnation (or only one) like ly require 

c larification. 

a. FOIA does not require EPA to do the {ollowing: 

1. FOIA does not require EPA to create new records by compiling data or 

manipulating existing records, nor does it require the Agency to re-create records 

that were properly disposed of. Examples of th is type of improper request 

include: 
- "Make me a I ist of all Agency actions that ... : · 

- " I want to know what the Agency is doing about . ... " 

- "Provide me with information about who is working on ... . " 
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11 . EPA does not have to produce records over which it retains no control. An 

example of this type of improper request includes: 
- " Provide me emails and communications between staff at XX Contractor" 

(if Agency employees are not included). 

11 1. EPA does not have to answer questions, interrogatories, or perfo rm research to 
answer requests. Examples of th is type of improper request inc lude: 

- "What fi les does EPA have on . . . . " 
- "What did the EPA consider or re ly on to ... . " 
- "How does EPA justi fy .... " 
- ''Produce any documents that prove or disprove (statement or argument)." 

iv. EPA does not have to produce purely personal records. Recall that the FOJA only 
requires the release of"agency records," i.e. , records that are created or obta ined 
by an agency and under the agency's control at the time of the request. An 
example of this type of improper request includes: 

- "Please provide me EPA employee John Smith 's recent home appra isal." 

Practice Tip: More information on what constitutes an "agency record" vs. a "personal 
record" is available at: https://wn'"\v. justice.gov/oip/blog/foia-u pdate-oip-guidance-
agcn cv-reco rds-vs-pcrson a 1-rccordsh ttps :/ /'www. jus tice.gov I oi p/b log/foia-u pda te-oi p
guidance-agcncy-rccords-vs-personal-records 

v. EPA does not have to explain or justi fy Agency decisions. Examples of this type 
of improper request: 

- "Provide the basis for the Agency's decision to .. . . " 
- " Provide any records supporting the statement that .. . . " 

v1. EPA does not have to "hold" a request open for FOIA requests that seek records 
that EPA may create at some point in the future (i. e. records that do not exist at 
the time the request is received). Example of this type of improper request: 

- "Provide the fina l XYZ Report when it is finished next month." 

Practice Tip: If, when reading the request, you think, " I don ' t even know how we would 
begin to search for this," you may have an improper request. Don't guess what the requester 
might be looking for- contact th e requester to clarify! See Section 2B for more information 
on reaching out to the requester for clarification. 
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b. Requests that ollll' seek in(ormatioll alreadl' publicly available 011 EPA websites. 

These types of requests can be closed once you respond to the requester and direct the 

requester to the specific location where EPA has made the information publ icly 

available. Locations may include the following: 

• EPA 's website 

• Envirofacts 

• ECHO 

• MyProperty 

• FOIAonline 

• ChemView 

See also Appendix, Step 1, Template Letter for requests that seek information that EPA 

has made publicly available. 

2. Perfecting Requests 

a. U11der curre11t EPA procedures, the National FOIA Program Office documents the 
date on wh ich the request is received as both the ·'submitted·· date and ·'perfected'" 

date in FOIAonline. 

b. Because the reque!it will be assigned to the Action Office as "perfected, " it is that 

office's responsibility to determine ifthe request is proper and, if necessary, to seek 

clarification. Again, you can only stop the clock once to clarify the request during the 

first 20 working days. 

c. l fvou determi11e a request is 1101 proper, below are the steps to take: 

1. Prepare the Improper Request/ Seeking Clarification Letter (See The Initial 

Detailed Response Template in Appendix, Step I, or 
http:/ /intranct.epa. Qov/foia/FO I A -letters.html). 

11. Send the letter through FOIAonline or regular mail to the requester, as 
appropriate. If the letter is sent through regular mail, ensure that a copy is 

included in FOIAonline under the "correspondence"' tab, so all 
communications can be kept as part of the FOlAonli ne case fi le. 

111. In the FOIAonline case file, click the ·'Stop the Clock" button on the Left 

Navigation. 

iv. Select "Clarification" in the Reason drop down menu. 

v. Explain the reason for stopping the clock in the Notes field. Also. to avoid 
confusion later, be sure to type in the Notes fie ld the date by which you expect 
a response from the requester. 
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v1. Click the "Stop the Clock" button on the left side of the page in FOTAon line. 

vii. Wait for the requester to respond or the due date to pass. When the requester 
responds and clarifies the request, click the "Start the Clock" button on the left 
side of the page in FOIAonline. 

viii . Once you are on the "Start the Clock" screen, press the "Start the C lock" 
button on the bottom of the page. 

IX. If the requester does not respond by the due date or fai ls to provide a 
c larification that sufficiently describes the records sought, begin the close-out 
process using the Closure for Failure to Modify Template (Appendix, Step 1) 
or http://intranet.epa.gov/toia/FOIA-Ietters.html). 

x. If the requester responded or you were able to clarify over the phone, confirm 
the modification or clarification in writing. (For template, see Confirmation of 
Clarification Template Appendix, Step 2). 

xi. Once confirmed, go to the "Submission Details" tab in FOIAonline and cl ick 
the box saying "Has Description Been Modified?" 

xii. Type the modified description in the box. 

xii i. Cl ick "Save Changes" button at the bottom of the page. 

x1v. Process the request according to the modified description. 

Practice Tip: If you determine that the FOIA request constitutes an improper request, per 
EPA's regulations, you must contact the requester and ask them to clarify or modify the 
request. Note that under the FOIA, you have one opportunity to "stop the clock" to clarify 
an improper request. For more information on request parameters, see EPA regulations at 
40 C.F.R. § 2.102(c) ("Procedures for making requests"). 

B. Evaluate the FOIA Request with your FOIA Team and Clarify, as needed 

1. Who is on my FOIA team? 

a. Simple, non-voluminous Requests: Generally, as the Action Office, your FOIA team 
will be: ( l) your office's FOIA Coordinator or FOIA Officer; (2) relevant office staff; 
and (3) subject-matter expert(s) (SMEs) of the requested records. A SME is someone 
who has expertise in the subject matter of the FOIA. 
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Practice T ip: Be sure to coordina te with your subj ect-matter expert(s) 

(SME) early and often, even on simple requests! SMEs will be a great 

resource for identifying whethe r, where, and wha t records exist tha t may be 

r esponsive to the FOIA request. 

b. Complex or voluminous request.'!: Generally, as the Action Office, your FOIA team 

will be: (1 ) Action Office; (2) any Contributing Office(s); (3) SMEs; (4) FOIA 

Coordinator(s) or FOIA Officer(s); and (5) FOIA analyst(s), where app licable. 

c. ldentifving tile correct Contributing Office{s) at the beginning of the request wil l 

save you time and hassle later! Coordinating al l Contributing Offices at the outset is 

critical for efficient FOIA processing across the Agency. Upfront coordination helps 

to avoid multiple offices reaching out to the same requester(s) and clarifying the 

request(s) in different ways. 

d. Tile most important question you should keep asking as you identi fy the correct 

Contributing Office(s): Are there any other program oj]ice(s) or cusJOdian(s) that 

are likely to have responsive records? Remember, the Action Office is responsible 

for clarifying the FOIA request in a way in which a ll affected offices agree. 

2. Discuss the FOTA request with tbe tea m, See Appendix, Step 2, at 12. 

a. Often, a request meets all tile requirements o(a proper request. but the team might 

still be unsure of where to begin a records search, the request is very broad, or the 

requester uses a word or phrasing that might have certain significance withi n the 

Agency that is di fferent from common usage. To ascertain the need for clarification, 

consider: 
• Does the request sufficiently describe the records sought such that you or 

your subject matter expert know where to search for records? 

• ls the fol lowing prov ided: date range, program office(s), custodian(s). 

search terms? 
• Can you. as the Action Office. articulate a search plan of action for the 

records sought? 

If the answer to any of these questions is "No·· or " I' m not sure," reach out to the 

requester and seek clarification of the request! 

b. Other questions fur tlte team to consider mav include: 

9/14/2017 

• Has this information been requested through FOIA previously? 

• What, if anything, could be a hurdle to efficient processing of the request? 

- Arc there any sensitive issue(s)? (e.g., litigation, on-going rulemaking) 

Potential resource concerns? (Is your team in the middle of another 

large project?) 
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c. From these discussions, the team should have: 
• A common understanding of the request; 
• A plan of action ifthe team determines the request is improper or requires 

c larification; 
• A sense of any obstacles/hurdles going forward that may need to be 

addressed as a team: and 
• An idea of what needs to be discussed with the requester. 

d. Prepare (or vour communication with tile requester. Upfront preparation is 
imperative regardless of whether you wi ll make contact by email or telephone. 

1. If you seek c larification on the type(s) of records sought. gather in fo rmation 
about the types of records the custod ians create, the record systems, how the 
records are organized, and how the records are maintained. 

Practice Tip: Want to know where to find information about EPA's record systems? A 
great place to start is EPA's Privacy Act System of Records Notices (SORNs)! These 
notices a re published in the Federal Register and provide information to the public 
a bout the categories of records kept in the system, the categories of information that can 
be searched, and tbe point of contact responsible for the maintenance of the Privacy Act 
System. lfyou don ' t feel like perusing the Federal Register, EPA's Federal Information 
Systems can be found here: https://www.epa.gov/privacy/cpa-federal-infonnation
systcms. 

9/14/2017 

11. If you seek clarification on the topic(s) of records sought, gather information 
about the issue(s) on which the re levant office(s) is focused. Consider any 
re levant/time ly issue(s) affecting the office(s), recent or upcoming projects, 
and s imilar issues. 

Ill. 

• Sometimes the requester de li berately submits a very broad request 
without much direction about a topic because. while they have an idea 
in their mind about the topic, the requester does not know quite how to 
couch the request to capture the information they seek. Having current 
topics on hand when contacting the requester can be useful, so you can 
ask questions like, "You mention X in your request, but X is a very 
broad topic. Our office is working on a ru lemaking re lated to issues 
like X, are you interested in documents about the rulemaking?" 

If you seek c larification regarding custodian(s), consider who are the 
individuals in your program office most likely to have relevant records. While 
the enrire program office might have responsive emai ls, for example, helping 
the requester to nail down the custodian list to the primary individuals w ith 
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relevant responsive documents increases the likelihood that the requester will 

receive the relevant information they seek. 

3. Reaching Out to the Requester 

a. Call or at/east email the requester. Most requesters are g lad to hear from the 

Agency about their FOIA requests, even if the discussion might require g iving the 

requester ' ·bad news, .. such as the length of time needed to process the request. 

Consider making a regular practice to reach out to a requester to discuss the request, 

even if the scope of the request seems c lear. 

• Communication with the requester is very important because the Agency 

can help manage the requester's expectations. Most requesters are no t 

familiar with EPA records. organizational structure. or technical 

capabilities. Educating requesters about EPA is otlen productive for the 

FOIA requester and he lps inform the public about the Agency. 

P ractice Tip: If you a rc managing multiple requests on a similar topic, a nd a nother 

requester submits a narrower request or you have worked with another requester to 

cla rify/nar row a request, consider proffering those ideas to the other requesters. The 

more similar you can get related requests, tbe more straightforward your management 

of the FOIA project will be. 

b. Engage in an open discussion with the requester. An adversarial approach will not 

go far. Requesters are more likely to participate in some give and take if they trust 

that the Agency staff want to assist them in fulfilling their FOIA requests. 

c. Document vour communication with tlte requester. If communication occurs via 

email. be sure to upload all email communications to FOIAonline. If communication 

occurs via telephone, be sure to memorialize your discussion in an emai l to the 

requester. and upload the email to FOIAonl ine. You may also communicate with the 

requester directly through the correspondence tab in FO!Aon line. If for some reason 

you are unable to document your communications via email with the requester, at the 

very least, create a comment in FO!Aonline recording the details of your 

communication. 

If you need to contact multiple requesters, make sure to reach out to the requesters 

with expedited FOIA requests first, and document your communication! 

Practice Tip: If at any point in processing tbe request, the team is unsure or feels a 

sense of hesitation about bow to resolve a question about the scope of the request, it is 

best to reach out to the req uester fo r clarification and discussion. Such an approach 
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will go far in establishing a positive relationship with the requester and is good 
customer service. 

d. What i(tlze Requester Does Not Want to Clari(v? 

1. The Office of Government Information Services (OGIS) provides mediation 
services to resolve disputes between FOIA requesters and Federal agenc ies. 
FOIA requesters and agencies may request OGIS 's assistance in resolving a 
dispute at any point in the FOIA process. OGIS works with the parties to 
attempt to reach a mutually agreeable resolution. 

11. Remember, under the 2016 Amendments to FOIA, the Agency must notify 
requesters of their right to pursue alternative dispute resolution through OGIS 
at three points in the FOIA process in response to: 

• Initial determination letters; 
• Appeal response letters; and 
• Letters regarding requests in which unusual circumstances allow for 

10 additional working days to respond. 

111. Below is the language regarding OGIS to include in letters to the requester: 

You may seek di!.pute resolution servicesfrom EPA's FOIA Public Liaison at 
hqfoia@epa.gov or (202) 566-1667, orfrom the Office of Government 
information Services (OGJS). You may contact OGIS in any oft he following 
ways: by mail, Office of Government Information Services. National Archives 
and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD 
207 40-600 I; email, ogis@nara.gov; telephone, (202) 7 41-5 770 or (877) 684-
6448; or fax, (202) 741-5769. 

Remember to document the efforts you have taken to get the requester to 
narrow/clarify the request and to identify any aspects of the request that are 
improper/unclear. 

Practice Tip: We still have an obligation to respond to the parts of the request 
that are unambiguous! One imperfect part of a FOIA request does not permit 
the Agency to fail to respond to the entire request! 
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C. FOIA Fees and Fee Waivers 

The FOIA allows agencies to charge certain fees to requesters to process their FOIA requests. 

Requesters are placed into one of three fee categories. Which types of fees an agency may charge 

is based on the fee category in wh ich a requester falls. Further, in some circumstances, the FOJA 

allows for a waiver or reduction of fees. Certain restrictions apply to an agency's ability to 

charge fees, as discussed below. 

1. Types of fees 

The FOIA allows agencies to charge three types of fees for processing FOIA requests: 

search, review, and duplication. 

a. Search fees: Search fees may be charged for the time spent looking for responsive 

documents. Note that search fees may be charged even if the Agency does not locate 

any responsive documents or ifthc documents are withheld under a FOIA exemption. 

Examples of actions that are chargeable as ·'search fees" include time spent for 

meetings to discuss search strings/how to conduct searches, time spent searching 

one's computer and hard copy files, and time spent looking at the records to see if 

they are responsive. 

b. Review fees: Review fees may be charged for "direct costs incurred during the initial 

examination of a document for the purposes of determining whether [it] must be 

disclosed [under the FOlA]." This includes reviewing documents to determine which, 

if any, exemptions apply. Review fees may not be charged for subsequent levels of 

review. 

c. Duplication fees: Duplication fees include the direct costs of making copies of the 

documents. They also include, if documents are scanned, the staff time spent 

scanning the documents. For paper copies, EPA currently charges 15 cents per page. 

For electronic copies, you may charge for a physical med ium, such as a CD, but not 

for uploading documents into FOIAonline. 

Note: Some FOIA requesters may also ask that the records be "certified." This is a special 

serv ice for which the OMB Fee Guidelines allows agencies to charge fees. EPA charges 

$25 to certifY records. For certification requests, contact the Program Assistant in the 

General Law Office in the Office of General Counsel. 

2. Categories of requesters 

Which types of fees an agency may charge for processing a FOlA request depends on the 

category into which the requester falls. The FOIA provides three fee categories: (1) 

Commercial use requesters, (2) Educational institutions, noncommercial scientific 
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institutions, and representatives of the news media; and, (3) Other (requesters who do not 
fall into either category above). While the HQ FOIA office makes initial determinations 
on fee categories, you should work with your FOIA Coordinator along with the National 
FOIA Program Office if you believe a different fee category is more appropriate. 

9/14/2017 

Categorv 1- Commercial Use Requesters: According to the OMB Fee Guidelines, 
"commercial use" requesters are those who ask for records for ·'a use or purpose that 
furthers the commercial, trade, or profit interests of the requester or the person on 
whose behalf the request is being made." The focus is how the requested information 
will be used, not the identity of the requester. Accordingly, the fact that a requester 
has been placed in a "commercial use" category in the past does not mean that the 
requester will be s imilarly placed in the future. When the intended use of the records 
is not clear from the wording of the request, an agency can seek additional 
information from the requester to make a fee category determination. Common uses 
of the requested records that result in a "commercial use" fee categorization include 
using the documents in litigation. Commercial use requesters are charged all three 
types of fees (search, review and duplication). 

Categorv 2- Educational institutions, noncommercial scientific institutions, and 
representatives o(tlle news media: Educational Institutions include schools such as 
universities and vocational institutions. The requirement is that the institution must 
operate a program of scholarly research. The OMB Fee Guidelines specify that to 
quali fy for this fee category, the purpose of the request must relate to the goal ofthe 
educational institution, not the goal of the individual requester. For example, a 
requester asking for documents to write a term paper would not qualify for the 
"educational institution" fee category. However, a professor requesting records 
related to her field of study for use in instructing students might qualify. 

Noncommercial scientific institutions are defined by the OMB Fee Guidelines as 
simply a noncommercial institution that is "operated solely for the purpose of 
conducting scientific research the results ofwhich are not intended to promote any 
particular product or industry." 

The FOIA defines a ·'representative of the news media" as "any person or entity that 
gathers information of potential interest to a segment of the public, uses its editorial 
skills to turn the raw materials into a distinct work, and distributes that work to an 
audience.'' The FOIA also explains that this category includes news agencies as wel l 
as freelance journalists if they "can demonstrate a solid basis tor expecting 
publication through [a news med ia] entity, whether or not the journa list is actually 
employed by the entity." 

Requesters in the Category 2 fee category are only charged duplication fees, but 
receive the first I 00 pages of paper copies for free. 

Categon' 3- Other Requesters: The '·other" category is simply a catchall category for 
any requester that does not fall into e ither of the other two categories. Requesters in 
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this fee category are charged search fees and duplicat ion fees; however, they receive 

the first two hours of search time and the first I 00 pages of paper copies for free. 

The table below summarizes which fees an agency can charge for the processing of a 

FOIA request based on the fee category of the requester. 

Search Review Duplication 

Commercial Use Yes Yes Yes 

Educationai/ScientificfNews No No Yes* 

Other Yes** No Yes* 

* Requesters tn the ··EducatJOnai/Sctenufic/News" category and requesters m the 

"Other" category receive the first I 00 pages free of charge 

** Requesters in the "Other" category receive the first two hours of search time 

free of charge. 

Practice Tip: FOIAonline will automatically calculate the fee total when you enter 

the type of fee and hours spent under the "Admin Costs" tab. Note that FOIAonline 

will not allow a request to be closed unless time spent processing the request is 

accounted for in the "Admin Costs" tab. However, when entering time, you can 

select "No" in the "Billable?" drop down menu if such costs are not billable to the 

requester. 

3. Fee waivers 

The National FOlA Program Office processes initial fee waiver requests. The FOIA 

provides that agencies should waive o r reduce fees " if disclosure of the information is in 

the public interest because it is likely to contribute significantly to public understanding 

of the operations or activities of the government and is not primarily in the commerc ial 

interest of the requester." 

Any FOlA requester may request that EPA waive all fees associated with the request, but 

the request for a waiver of fees must be submitted with the accompanying I'OIA request. 

The initial fee waiver determination is made by the 1ational FO!A Program Office and 

may be directly appealed by the requester to the Office of General Counsel by filing an 

administrative appeal. 

Fcc waiver determinations are made on a case-by-case bas is using the information 

accompanying the FOIA request and arc made based on six factors outlined by the 

Department of Justice in its January I. 1987 Fcc Waiver Policy Guidance. Those factors 

rake into account the following considerations: 
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Factor I. Tlte suhject o(tlle request: Whether the subject of the requested records 

concerns ··the operations or activities of the government.·· 
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Factor 2. The informative value o(tlle information to be disclosed: Whether the 
disc losure is "likely to contribute" to an understanding of government operations or 
acti vities. The disc losable po11ions ofthe requested records are meaningfully 
in formative about government operations or acti vities and are "likely to contribute'· to 
an increased public understanding of those operations or acti vities . 

Factor 3. Tile contribution to an understanding o(tlle subject by the puhlic is likely 
to result (rom disclosure: Whether disc losure of the requested information will 
contribute to "public understanding." The disc losure must contribute to the 
understanding of a reasonably broad audience of persons interested in the subject, as 
opposed to the individual understanding of the requester. 

Factor 4. Tile significance o(tlle contribution to public understanding: Whether 
the disclosure is likely to contri bute "significantly'' to public understand ing of 
government operations or activ ities. 

Factor 5. Tile existence and magnitude o(a commercial interest: Whether the 
requester has a commercial interest that would be funhered by the requested 
disclosure. 

Factor 6. Tile primary interest in disclosure: Whether any identi fred commercial 
interest of the requester is sufficiently large, in comparison with the public interest in 
disclosure, that disclosure is "primari ly in the commercial interest of the requester." 

Practice Tip: The main request page in FOIAonline indicates whether a fee waiver has 
been granted. 

Request Handling------

0 Requester Info Yes 
A\·aslable to the 

Pubhc · 

Request Track : Complex 

Fee Category . Media Educational 

Fee \\'ai\·cr Yes 
Requested 

Fee Wrun~:r Starus: Full Grant 

4. Advanced payments and assurances of payment 

EPA can ask fo r an advance payment of fees from the requester in two circwnstances: (1) 
when the fees will exceed $250, or (2) when the requester has previously fai led to pay 
fees in a timely fash ion. If you are working with a requester who has a history of prompt 
payment, you may simply ask for an assurance of payment, discussed be low. If you are 
working with a requester with no history of payment, you may either ask fo r an assurance 
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of payment or an advance payment. For requesters who have fa iled to pay in a timely 

fashion in the past, you should ask for an advance payment. 

Per EPA regulations, you must provide written notice to requesters of anticipated fees 

more than $25 if the requester did not agree to pay a higher amount in the initial FOIA 

request or subsequently. EPA then requires a written assurance of payment from the 

FOIA requester, unless an advance payment was received. 

A requester can also designate a fee limit with its FOIA request. An assurance of 

payment is required if the estimated costs of processing the request exceeds the fee limit. 

P ractice Tip: The main request page in FOJAonline indicates whether a fee limit has 

been set by the requester. 

I 

Submtned Date 02 04 2015 

Perfected Date 02 0-t 2015 

Last Ass1gned Date 02 04 2015 

Fee L1m1t · 5150.00 

Assigned Tasks Comments (1) 

Note that if a FOIA requester is delinquent in paying fees, it is placed on a "Do Not 
Serve" list. Your FOIA Coordinator or FOIA Officer has access to that list, which 
is located at the link below. Ensure that you do not process requests for any 
requester included on that list. The list can be found at: 
Imps:/ /uscpa.sharcpoi nt.com/sites/oci Work/FO I A %20 Invoices/Site Pagcs/l lome.aspx 

5. Changes to Fees after the 2016 Amendments to FOIA 

T he 20 16 Amendments to FOIA added a new limitation to the ability of agencies to 

charge search fees. Generally, agencies can no longer charge search fees if the response is 

beyond the 20-day deadline (or 30-day in the case of'·unusua l c ircumstances"), even with 

an agreement from the requester. 

T he exception to this rule is that agencies may charge search fees (or duplication fees for 

"news media" or ''educationa l" requesters) if: 
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• "unusua l circumstances" apply; and, 
• ··more than 5,000* pages are necessary to respond to the req uest.'' if: 

- timely written notice has been made to the requester; and. 

26 



For /merna/ Agency Use Only 

- .. the agency has discussed with the requester how the requester could 
effectively limit the scope of the request." The agency must make at least 
three good-faith attempts to discuss limiting the scope of the request with 
the requester and the communication must be by written mail, e lectronic 
mail, o r telephone. 

*Note: '·5,000 pages" refers to the number of pages in the total LLniverse of documents required for 
review (i.e., "collected" documents), no/the number of pages that will be ultimately released to the 
requester. 

Practice Tip: If you expect the final FOIA response to occur beyond the 10-day extension and 
more than 5,000 pages arc necessary to respond, notify the requester before the J 0 days expires 
and discuss bow it can limit the scope of the request. 

• If you know that unusual circumstances will apply when you receive the request, invoke 
the additional tO days in your acknowledgement letter and invite the requester to na rrow. 

o This will satisfy the "timely notice" requirement and will qualify as your firs t 
attempt to discuss wi th the requester how to limit the scope of the request. 

• If a fee assurance letter is sent later, include another opportunity for the requester to 
discuss how to limit the scope. 

o This will qualify as your second attempt to discuss with the requester how to limit 
the scope of the request if the first attempt went unanswered. If the requester has 
not responded to either attempt, you will only need to make one additional attempt 
to contact the requester before satisfying the requirement that the Agency make 
three good-faith attempts. 

o If in response to any attempt to discuss how to limit the scope of the request, the 
requester refuses to limit the scope, it is not necessary to make additional attempts. 

6. Fee tips for complex FOIAs 

As with processing any FOIA request, when processing complex FOIA requests, you 
should be aware of the requester's fee category (or whether the requester has been granted 
a fee waiver) when evaluating the request. When you rece ive the request, consider 
whether the fee limit is reasonable cons idering what's requested. If the fee limit is not 
reasonable, consider preparing a fee estimate and reaching out to the requester to discuss 
the issue. 

If you have unusual circumstances and followed the steps to extend the due date an 
additional tO working days, but you are not confident you can process the request 
within 30 working days, give notice to the requester before the 30th working day of 
tbe unusual circumstances! Othenvise,youforfeitthe ability to charge certain fees to 
the requester. 
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• Consequences for failing to assert unusual circumstances: 

If a Commercial requester. Agency cannot charge search fees. 

J fa Media/Educational or Noncommercial Scienti tic Institution, Agency 

cannot charge for duplication fees. 
If Other requester, Agency cannot charge search fees. 

• For more information, see the National FOIA Program Office's FOlA Fees 

Decision Tree: http:/ /intranct.epa.i!ov/foia/docs/F ee-dcc is ion-tree .pdf 
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Step 3: Plan and Conduct a Search for Responsive Records 

It is important to understand the ro les and responsibilities of each office in processing a FOIA 
request. The Action Office, wh ich is the office that has been assigned the FOIA request, is 
responsible for taking the lead in developing and implementing the search plan. The Action 
Office needs to identify the other offices, if any, where responsive records may reasonably be 
located. If the Action Office determines that other offices may have potentially responsive 
documents, the Action Office needs to work with those Offices (called Contributing Offices), as 
discussed below, to develop and implement a search plan. 

Throughout this section, we will refer to the Action Office and Contributing Office(s) and 
discuss each office's role in the search process. To ensure efficient processing and avoid 
duplication, the Action Office should take the lead in developing the agreed-upon search plan 
and disseminating clear, consistent direction to the Contributing Offices. You want to avoid 
s ituations where Contributing Offices have di ffe rent interpretations of a FOJA request and thus 
use different search strategies or terms in processing the req uest. An effective search is the 
natural byproduct of proper planni ng and coordination. 

A. Legal Requirements for a Search under the FOIA 

The FOJA requires federal agencies to make available to a requester any agency record that 
is responsive to a proper request. See 5 U.S.C.§ 552(a)(3)(A). To locate responsive records, 
agencies must conduct a reasonable search for records, i.e. a search that is reasonably 
calculated to uncover all re levant documents. A "reasonably calculated" search does not 
require a "perfect search," and fa ilure to produce ''one specific document" does not deem a 
search inadequate. See~. Defenders of Wildlife v. Dep't of Agric., 311 F. Supp. 2d 44, 54 
(D.D.C. 2004); lturralde v. Comptroller of Currency, 315 F.3d 311, 315 (D.C. Cir. 2003). 

Rather, the adequacy ofthe search is examined based on the reasonableness of the search 
given the total ity of the circumstances. Weisberg v. U.S. Dep ' t. of Justice, 745 F.2d 1476, 
1485 (D.C. Cir. 1984). The Action Office needs to ensure that the Agency makes a good 
fa ith effort to conduct a search through methods that can be reasonably expected to produce 
the information requested. See Oglesby v. U.S. Dep't of Army, 920 F.2d 57, 67-68 (D.C. 
Cir. 1990). 

B. Develop and Implement a Search Plan 

1. Develop the Search Plan 

By the time you get to Step 3 (Plan and Conduct a Search for Responsive Records), you 
should have already confirmed that the FOIA request is a proper req uest and, if it is not, 
sought c larification from the requester. See Step 2 above. Before you start to develop 
your search plan, review the request again and rem ind yourself what the request seeks. 
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Regardless of whether your FOIA involves a request for records in a s ingle office or 

multiple offices, you need to: (I) identify where to search; (2) determine who should 

search; and (3) determine how the search should be conducted. These three items 

represent the core elements of your search plan. 

You might be thinking- where do I, as the lead for the Action Office, start? As always, 

start with the FOIA request, and any modifications. If the request seeks only Outlook 

emails, then your search should be focused accordingly on Outlook emails. Frequently, 

however, FOIA requests are broad and seek, for example, documents regarding a 

particular topic during a particular time-frame. 

In formulating an effective search plan, the Action Office considers the fo llowing: 

a. Where to search 

1. What offices might have documents? 

• Are the records requested located solely in one office? 

• If not, the Action Oftice should identify the offices (both Headquarters 

and Regional offices) where responsive records may reasonably be 

located. If responsive documents are located in more than one office, the 

Action Office needs to identify those offices (Contributing Offices) and 

ensure that those offices understand the scope of the FOIA request. 

Key Point: If multiple offices are involved, then the Action Office takes the lead in 

developing the search plan, in coord ination with the Contributing Offices. 

11. Where are the documents? 

Once the Action Office has identified whether records are located in one or 

multiple offices, it next evaluates where to search for records within each 

office, e.g. repositories for paper files, emails, e lectron ic documents. In doing 

this, again refer back to the FOIA request. lfthe FOIA request asks for 

documents in only one repository- e.g. , Outlook emails - the search can be 

tailored accordingly. If the request is not limited to emails but rather seeks 

documents on a topic in a particular time-frame, be sure to evaluate the 

locations where responsive records are likely to be located. 

Potential locations include, for example: 

• Outlook email, calendars 

• Skype!Lync Chats 

• Lotus Notes mailboxes or calendars, other Lotus Notes databases 

• Enterprise Content Management System (ECMS or EZ-records) 

• Correspondence Management System (CMS) 
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• Local or shared computer drives (e.g. , C:, F:, G:) 
• SharePoint sites 
• OneDrive 
• Mobile devices (e.g., text messages and photographs) 
• External drives and discs 

• Hard-copy files 
• And other locations reasonably likely to contain responsive records. 

See Appendix, Step 3 at 16-18 for a list of non-Outlook search locations in the 
·'Search Instruction Template." 

b. Who may have responsive documents 
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i. Once the Action Office identifies which offices potentially have responsive 
documents and where to search for those documents, the Action Office next 
needs to identify who would have potentially responsive documents. In 
identifying this list of individuals (referred to as custodians or individuals 
likely to have responsive records), include any custodjans who are specifically 
named in a FOIA request or whose positions at the Agency suggest that they 
are reasonably likely to possess responsive records. Also, consu lt with 
subject-matter experts (SMEs) to detennine which other custodians may have 
potentially responsive documents. 

ii. Tips for working with Contributing Offices in identifying potential custodians: 
To ensure efficient processing of the FOJA request, work to ensure that you 
have identified a complete list of custodians. Below are some practice tips 
that may be helpful in working with Contributing Offices: 

• The Action Oftice, via FOIAonline, tasks the Contributing Offices and 
asks the Contributing Offices: (a) to identify a subject matter expert 
that will serve as the point of contact for the Action Office. (That 
individual should contact the lead for the Action Office so that they 
can discuss the FOIA request and ensure a common understanding of 
the information requested); and (b) to identify a list of potential 
custodians (individuals who may have potentially responsive 
documents). 

• In issuing the task, provide information on the FOIA. including any 
clarifications or modifications provided by the requester. 

iii. Once the Action Office has coordinated with the Contributing Offices and has 
received the lists of potential custodians from Contributing Offices, the Action 
Office should compile the complete list of custodians and document that list in 
the search plan. 
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Before mov ing on to the next step in developing the search plan, take a moment and document in 

FOJAon line: (1) which offices beyond the Action Office may contain potentially responsive 

documents; (2) where to search for those documents; and (3) the list of custodians (inc luding 

custodians from the Action Office and all Contributing Offices). 

In evaluating which custodians may have responsive documents, remember to 

consider former employees, emplovees who transferred to a different office, and 

contractors and assess whether any of these individuals would be potential 

custodians based on the information requested. 

Practice Tip: If more than one office has potentially responsive documents to a 

FOIA request, the Action Office and Contributing Offices should communicate 

regularly to ensure that the search plan is complete before moving fonvard with 

implementation of that plan. 

c. How to search 

Once you identi fY the locations of potentially responsive documents and the 

custodians of those documents, it is time to evaluate how to search. The first section 

below addresses centralized searching in EPA's Microsoft Office 365 system. The 

next sections address how to search for items not located on EPA's Microsoft Office 

365 system. 

i. Centralized Searching: Outlook Email, Outlook Calendar, & Skype/Lync 

Chats 

Searches for information in EPA's Microsoft Office 365 system are 

generally conducted by OEI's centralized search serv ice. This service can 

centra lly search for records located in: ( I) Outlook email messages, (2) 

Outlook calendar entries, and (3) Skype/Lync Chats.2 The Action Office 

should evaluate the request carefully and determine whether a centra lized 

search is warranted. For example, if a FOIA request seeks a specific 

document, the document can be retrieved and produced without a centralized 

search. By contrast, if the FOIA request seeks all communications between 

two EPA individuals for a one-year period, the Action Office would pursue a 

centra lized search request 

The Action Office is responsible for subm itting the centralized search request 

to its Search Point of Contact (SPOC), who, in turn, will submit the request to 

OEI"s Discovery Service Division for processing. Each organ ization has a 

2 lfthere is pending litigation on a FOIA, or if the request has been referred to the FEAT, consult with OGC before 

initiating a centralized search for the FOIA. 

9/14/2017 32 



For Internal Agency Use Only 

SPOC, and that SPOC works directly with OEI 's Discovery Services Division 
in processing search requests. The Contributing Offices should not submit 
any search requests to OEI. For each FOIA request, only one search request 
should be submitted to OEI, and that request should be submitted by the 
Action Office. If this does not occur, OEI is left in the untenable position of 
trying to consolidate search requests on a single FOlA. The Action Office 
should consult with the Discovery Services Division about the estimated 
timeframes for beginning and completing a requested search/collection, so 
other steps in the process can be planned accordingly. 

);- Instructions on how to submit a centralized search request through yow· 
SPOC are located at: 
http://intranet.epa.gov/ediscovery/MSOutlookEmaiiSearch/. 

Wait! Before the Action Office Initiates the Centralized Search ... 

• The Action Otlice should ensure that the information provided to the 
SPOC, who, in turn, will provide it to OEI 's Discovery Services 
Division, includes: (I) all custodians (by name and email address) from 
both the Action Office and all Contributing Offices; and (2) search terms 
reasonably likely to yield responsive records. It is important for the 
Action Office to coordinate effectively with the Contributing Offices to 
ensure that the search terms capture the scope of records sought. 

11. Searching Non-Outlook Document Repositories when a Centralized Search is 
Conducted 

OET runs the centralized search for Outlook records for EPA, including 
Outlook emai ls, calendar entries, and Skype For Business chat messages. 
For routine FOIAs requests, the Discovery Services Division will not search 
Lotus Notes mai lboxes or calendars, other Lotus Notes databases, the 
Enterprise Content Management System (ECMS), the Correspondence 
Management System (CMS), local or shared computer drives, SharePoint 
sites, OneDrive, external drives, hard-copy fi les, and other locations where 
you may fmd responsive records, as outlined above.3 As a result, potential 
locations that are not captured by OEI 's centralized search service should be 
searched manually by the custod ian. 

3 For the Agency's most complex, high-profile FOIA requests supported by OGC's FOIA Expert Assistance Team 
(FEAT), the Discovery Services Division may provide searches of additional information sources, if needed (e.g., 
Lotus Notes emails, Enterprise Content Management System, network drives, hard drives, and other external 
devices). 
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It is important for custodians to evaluate all repositories that are reasonably 

likely to contain responsive records. This could include a personal email 

account if that account was used to conduct Government business and ifthe 

email has not yet been forwarded into the Agency' s system. Consistent with 

the Federal Records Act Amendments of2014 and the Agency's Records 

Policy, any employee who uses a personal messaging system, such as email, 

to conduct government business has 20 days to forward that information into 

the Agency's Outlook system. Once forwarded into EPA's email system. 

the information can be captured via the centralized search. 

OEI 's centralized search also does not extend to data that are uniquely 

retained on mobile devices, such as text messages, photos, or notes that are 

unique to the mobile device. Custodians should be reminded of the 

Agency's guidance regarding forwarding text messages into the Agency's 

Outlook system, as such messages can be captured via the central ized search 

once the messages are in Outlook.4 

);;> Instructions on how to forward text messages to EPA email accounts are located 

at: hllp:/ /intranet.cpa.!!ov/mobi ledev ices/pd Ill nstructions-Sa vi n g -Tcxt
Mcssages.pdr (See Appendix, Step 3 at 39-40) 

Consistent with its search plan, the Act ion Office shou ld develop an email to 

all custodians providing specific search instructions to be followed regarding 

all non-Outlook document repositories. The instructions to the custodians 

should explain that the Agency has received a FOIA request for which 
he/she may have responsive documents and that a centralized search for 
hi s/her Outlook emails is already being conducted. The instructions should 

further explain that the custodian shou ld conduct a manual search for non
Outlook documents potentially responsive to the FOIA request. The search 

instructions should include: 

• The FOIA request number; 
• A clear description of the FOIA request (and any 

narrowing/clarification); 
• A copy of the FOIA request and any relevant correspondence with 

the requester; 
• Recommended search locations and instructions to search all non

Outlook repositories where responsive documents may be held; 

4 EPA discourages the usc of text messages for transmitting substantive (or non-trans itory) federal records. In 

accordance with the Agency's policy, if a substantive (or non-transi tory) text message is sent or received on your 

mobile device, it s hould be for.Yardcd into the Agency's email system within 20 days. 
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• Recommended search terms; 
• Recommended document collection method (i. e .. where responsive 

documents should be provided); and 
• Date by which doCllmcnts collected are to be transferred to the 

Action Office. 

To provide custodians ample time to search for non-Outlook documents, it is 
recommended that the Action Office provide custodians the search instructions for 
non-Outlook documents at or shortly after the Action Office submits the Outlook 
centralized search request. In the search instructions, ask custodians to document, 
w ith as much specificity as possible, how they conducted their search. See Appendix, 
Step 3, "Search Instruction Template," which can serve as a useful guide when 
developing search instructions. 

After distributing the search instructions. and before the collection period ends, the 
lead contact for the Action Office should touch base with the custodians to ensure that 
they understand their responsibilities and how to conduct the search. 

Below are tips the Action Office may want to consider as it develops search instructions 
to custodians to search for non-Outlook responsive records. 

9/14/2017 

Lotus Notes 

If a FOIA request seeks emails or information located in Lotus 
otes. the Action Office should: 

• Contact EZ Tech to set up a collection database. EZ Tech will 
send the lead contact for the Action Office a link to the database that 
the lead can then circul ate to custodians via email. Custodians will 
then use this database to upload responsive documents. 

• As noted above. idcnti fy in the search instructions. keywords and 
search terms for the custod ians' use during the search of Lotus Notes. 

• Provide custodians the step-by-step instructions for searching 
Lotus Notes. (See Appendix, Step 3, for ·'Instructions for Searching 
& Collecting Lotus Notes Email.. ') 

EZ Email Records (Also known as the Electronic Content 
Management System or ECMS) 

Even though emails saved through EZ Email Records arc archived into 
ECMS as Agency records, they are not captured by OEI 's centralized 
search. So, if a responsive outlook emai l message was saved to ECMS 
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and then deleted from the user's Outlook account, a centralized search 

wi ll not retrieve that record in Outlook. Thus, it is important to remind 

custodians to search manually ECMS for any non-duplicative emails 

that may be responsive to the request. 

,. Detai led search instructions for ECMS are available at: 

h 1 tp :/ / i ntranct .epa. g,ov lee ms/ guides/search/ 

Note: Depending on the office, the Records Liaison Officer (RLO) 

may be able to conduct a centralized ECMS search for the RLO's 

office. If there are multiple offices, you may need to coordinate with 

RLOs from each office. Contact your RLO or the RLO from the 

re levant office(s) for more information. 

Correspondence Management System (CMS) 

CMS is an electronic document management system that captures, 

stores, and tracks correspondence that is addressed to EPA or any of 

its employees in their official capacity. Some offices may use CMS, 

for example. to document correspondence received, including 

responses to such correspondence. If a custodian determines that 

CMS may contain records responsive to the request, CMS should be 

searched. 

Custodians may not have used CMS previously and may not have 

access to the system. In this case. the custodian can identify the 

ind ividual in the office responsible for maintaining CMS and work 

with d1at person to complete the search. All CMS records are fu ll

text indexed and searchable by any data element. 

Other Locations 

For all other locations, including, for example, local or shared 

computer drives, OneDrive, SharePoint sites, externa l drives and 

discs, and hard-copy files, custodians should conduct a reasonable 

search of these locations based on the request for records. as 

described in the FOIA request and any subsequent commun ications 

with the requester. (See Appendix. Step 3, ' ·Instructions for 

Searching & Collecting Other Electronic Files''). 

Access to Sepa rated Employee Records 

The Action Office and Contributing Offices should work together to 

ensure that custodians' files are searched, even if those custodians 

are on-leave and not in the office when the request is received, or if 

they have separated from the Agency. (See Appendix, Step 3, 

·'Access to Absent and Separated Employee Records"'). 
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111. Searching Document Repositories when a Centralized Search is Not 
Conducted 

If a centralized search is not conducted, the custodian would need to search 
manually the locations where potentially responsive documents may be 
located. The Action Office, consistent with its search plan, should develop 
an email to all custodians providing specitic search instructions to be 
followed. See Step 2 above for guidance in preparing and disseminating 
search instructions. 

C. Tips on Documenting Search and Completing Implementation of Search 

It is important to document the search that was conducted. It is recommended that the lead 
for the Action Office develop a memorandum or checklist to track the search. Specifically. 
the lead for the Action Office would note: the Contributing Offices searched; the locations 
within those offices and the Action Office searched; the list of custodians and whether the 
custodians have completed their search; and the number of responsive records. The 
Appendix includes a sample memorandum that offers an example of what information you 
may want to track and how you might consider organizing this information . (See 
Appendix, Step 3, "Search Tracking Memo). Once the search is complete, proceed to Step 
4, wh ich is developing and implementing the review plan. 

D. Periodic updates to the requester 

As a best practice, you should periodically contact the requester to provide updates on the 
status ofthe Agency's processing ofthe request, particularly if it will take longer than 20 
working days to issue a fina l response. Communication with the requester is important so 
that the requester understands that the Agency is actively working to complete its response to 
the request. 

Consider providing interim or partial releases to demonstrate to requesters that you are 
actively processing the request. Such releases also give the requester insight into the types of 
records responsive to the request and may result in the requester narrowing the request. 

As a best practice, document your search plan and update it as you implement the search. 
This will enable you to track the process and build a strong administrative record , which is 
important if the requester appeals and/or later sues EPA challenging the adequacy ofthe 
Agency's search. Check out Appendix, Step 3, for other best practices. 
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Step 4 - Develop and Implement a Plan for the Review of Potentially 
Responsive Documents 

A. Develop your Review Plan 

1. Identify the levels of review 

The Agency's FOIA procedures call for Division Director or eq uivalent approval of 

FOIA responses. The approval appl ies to both withholdings and releases. Before you 

begin to review the records, review your office's FOIA procedures at 

hup://imranet.cpa.gov/ loia/f-'OIA-Proccdun:s.html and think through who w ill likely need 

to review the records. 

Depending on the size and complexity of the FOIA request, it may be just you doing first 

level review and your manager completing the second level review of the records, or it 

could involve multiple levels of review. 

Practice Tip: If there are multiple offices involved or if you are working on a FEAT 

FOIA, individual office procedures may need to be adapted to accommodate overall 

processing of the request. 

Regardless of the complexity of your FOIA, the review cycle of a FOlA should include 

consideration of a ll the steps below. Bear in mind that not every review will inc lude 

documents that will require review at each of these steps; however, be mindful of these 

steps as you plan your review process. 

It is imperative that you plan your review process early so reviewers at every step 

have adequate time to review the materials. 

a. During first level review, you (and your team if you have one) take the first step to 

review the records. ln doing so, evaluate the following: 

1. Responsiveness: Responsive documents are those documents that match the 

description in the request. Be sure you clearly understand what the requester 

wants. Non-responsive records do not need to be produced. 

11. Disposition: lfthe record is responsive. the first leve l reviewer then evaluates 

the documents to determine what, if any, FOIA exemptions apply and based 
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on that analysis, whether a document should be released in full , withheld in 
fu ll, or released with redactions. 

111. Exemptions: If the record is responsive and should be withheld or redacted, 
identify the exemption(s) that applies(apply) and redact the document 
consistent with the claimed cxemption(s). 

iv. Equities of other EPA offices: If the record is responsive and contains 
discussions or information from another EPA office, identifY those records for 
internal equity review, as described below. 

v. Equities of other federal agencies or the White House: If the record is 
responsive and contains discussions or info rmation from another federal 
agency or involving the White House, you will need to identify those records 
for external equity review. as described below. 

vi. Documents that upper management should be aware of prior to release: 
During first level review, you should mark for further review any documents 
you think management may have a specific interest ofbeing aware of prior to 
release. 

b. Second level review 

1. Consistent with EPA's procedures, ill.! FOIA responses in which documents 
are released or withhe ld must have approval of someone at least at the 
Division Director leve l or equivalent. 

11. For many FOIAs. particularly those that are complex or voluminous. there 
may be other layers of review prior to the final management review. For 
example, your office may decide that a particular project warrants a second 
leve l review at the staff level prior to documents going through management 
review. Second level review can take many forms. This should be discussed 
with the FOIA team in conjunction with your management. 

c. Equity review 

9/14/2017 

An office other than the office that conducted the first-level review may have an 
interest, or equity, in certain documents. Many factors go into determining when an 
office has "equity" in a document. In general, an office has equity in a document 
when the document includes information of substantive interest to that office. This 
inc ludes documents that were created in that office, emails involving personnel from 
that office. and opinions or advice given by an attorney in a legal office. In general. 
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any office with equity in the document should have the opportunity to review the 

document. and weigh in on whether they agree with the determinations made with 

respect to responsiveness and FOIA exemptions. 

Practice Tip: If there is another agency or EPA office involved, notify that 

agency or office early and find out where to send the records for review. If 

the request involves only a few documents, you may consider discussing the 

records over the phone. 

The fol lowing provides some general gu idel ines to fo llow when developing 

instructions for reviewers on how to determine which offices may have equity in a 

document: 

• OEX- Office of the Executive Secretariat (Administrator's Office) 

- Any document contain ing the Administrator' s primary or secondary 

email address. 

- Any document generated by a senior member of the Administrator' s 

staff: Deputy Administrator, Chief of Staff, Deputy Chief of Staff, 

political appointees in the AO. 

Prior Administrators. 

• Public Affairs office 
- Any document to or from a member of the press, or discussing a media 

or press inquiry. 
- Any document related to the drafting of press releases or other press 

materials. 

• Congressional affairs office 

- Interactions between EPA employees and e lected officials (or the ir 

staff). This includes mayors. governors, and members of Congress. 

Interactions between congressional affairs staff and other arms ofthe 

government, including internal communications re lated to these 

interactions. 
Congressional hearing preparation. 

Development of responses to formal correspondence from Congress. 

Development of responses to Questions for the Record. 

Substantive input from an OCIR employee. 

• OGC/ORC - Offices of General Counsell Regional Counsel 

- Any document generated by OGC/ORC attorneys, except schedu ling 

documents. 
- Any document containing non-public information discussing litigation 

or legal strategy. 
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- Any communication between an attorney and program cl ient 
containing legal advice. 

• Program offices 
• Documents created or originating from that office. 
• Substantive emails invo lving personnel from that office. 

Wben in doubt about another office' s interest in conducting an internal equity 
review or reviewing a specific document, call and ask. 

Practice Tip: If your request has significant attention or you anticipate the release of 
records will generate media attention, reach out to your public affairs office and 
congressional affairs offices early in the review process to discuss what role they would 
like in the document review. 

d. Other federal agencies 

1. If another federal agency has equities in a document in an EPA FOIA review, 
we need to give that agency the opportuni ty to consult on EPA's disposition 
of the document or refer the document to the other agency for processing. lt is 
ultimately the Action Office's responsibility to ensure this coordination 
occurs; however, when document review is tasked to a Contributing Office, 
the offices may agree that the Contributing Office is the one to reach out to 
the other agency. 

11. For assistance in determining whom to contact at another agency, please reach 
out to the National FOIA Program Office or the General Law Office or FEAT 
in OGC. Staff in those offices often have establ ished FOIA contacts with 
other agencies. Other options are to check with your fe llow FOIA 
Officers/Coordinators or to check the agency's website. 
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111. Consult or referral - what is the difference? 

Interagency Consult 

Another agency has a significant interest in 

a record, like an email exchange between 

EPA and another agency. 

EPA may ask for that agency' s 
recommendation as to how to treat the 

record. 

Communicate with other relevant agencies 

about your request. They may not want to 

review records, but they should be aware of 

them. 

Interagency Referral 

A record was created by another agency but 

is in EPA's possession. 

EPA may refer the record to the relevant 

agency for them to process. 

The other agency will be responsible for 

responding directly to the requester. Notify 

the requester that the documents have been 

referred. Provide the point of contact for the 

other agency. 

Practice Tip: If you have a large volume of records to share with other agencies, 

consider using the free platform OMB Max: https://max.omb.gov/maxportal/homc.do 

e. White House 

The FEAT Office in OGC coordinates a ll White House equity reviews. Ifyou have 

documents in which the White House has equities, you shou ld contact the Director of 

the FEAT Office. 

f A ware ness review 
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Awareness review is one of the final steps before documents are released. Awareness 

review is a "heads up'' to upper management. the press office and the congressional 

affairs office that documents are about to be released to the publ ic. Whether and to 

what extent an awareness review may be necessary in a production should be 

discussed with your management. 
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g. Final approval 

Consistent with the Agency 's FOIA Procedures, after a ll necessary review is 
complete, a Division Director (or equiva lent) shou ld approve and sign off on the 
release and/or withholdi ng of any documents under FOIA. 

2. Identify technology options for review 

The Agency has two primary tools fo r reviewing documents and those include: 

• Relativity 
• Adobe Pro DC 

Adobe Pro DC is generally used only in cases where there is a small number of responsive 
documents. Relativity is used in most other cases. 

3. Ensuring consistency in review among vour review team 

For complex or even stra ightforward requests, a memorandum with review instructions 
(known as a ·'coding memo") can help your team achieve consistency in its document 
review. T he coding memo serves as a protocol for how reviewers make determinations 
on documents, whether reviewing in Adobe Pro DC or Re lativity. A coding memo can 
inc lude, for example: 

• Responsiveness 
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o Describe the scope of the FOIA request. 
o Inc lude a list of key words and acronyms that can help rev iewers identi fy 

respons ive material--use this list to help develop your persistent highlighting 
set for Relativity. 

o Inc lude a list of key events and/or background on the issue that can help put 
the documents in context. 

o Include a list of key custodians and their roles in the issue. 
o Identi fy names of key attorneys (for attorney-cl ient and attorney work 

product designations) --consider including these names in your Relativity 
persistent highlighting set as a unique color. 

o Identify names of key people outside the Agency to assist with identifying 
records that a re internal vs. externa l, and records that would need 
consultation from the Wh ite House or other agencies. 

o Exp lain whether non-responsive material may be redacted. Remember, you 
may only redact non-responsive material contained within a responsive FOIA 
record if you have an agreement with the requester. 
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• FOIA Exemptions 
o Describe the FOIA exemptions. and provide any key information specific to 

the FOIA request that will benefit rev iewers in app lying exemptions 

properly. 
o If a FOIA Exemption is not applicable to the FOIA request. do not include in 

the memo. 

• Equity Review 
o Describe the EPA offices and/or other agencies for which review is needed. 

• Upper Management Review 
o Documents may need to be flagged for upper management review. Providing 

this review enables management to be aware of documents that w i II be 

released and that may garner public or media anention. 

B. Review the potentially responsive records 

Once you have collected potentially responsive records, you must review the records to 

determine whether they are actually responsive to the request and you must review the 

records to determine which, if any, FOIA exemptions apply. 

For most FOIAs, responsiveness review and the FOIA exemption review are done 

concurrently during the first level review. During first level review, reviewers will determine 

if documents are responsive to the request (as narrowed or modified). if any FOIA 

exemptions apply. whether other EPA offices need to review the documents (''EPA Equity 

Review"), whether other Federal agencies or the White House need to review the documents 

("Interagency Equity Review"), and whether any documents should be flagged lor upper 

management awareness. 

The levels of additional review beyond the first level of review wi ll depend upon the scope of 

the FOIA and the need for equity reviews as set forth above. The review process shou ld be 

set forth in the Review Plan, as explained in Step 4A. 
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Practice Tip: Don ' t Forget About the Requester! 

Manage expectations! Contact the requester right before you begin the Review 
Phase and discuss the results of your document collection. You can discuss the number of 
documents collected, your review process, and give candid time estimates for production. 
This gives the requester another opportunity to narrow their request or steer the review if 
they are unsatisfied with the time to complete review. 

As you progress through the Review Phase, consider scheduling standing updates 
with the requester to discuss the status and progress of the request. For voluminous 
records requests, it can be very valuable to have the requester weigh in on how they would 
like the review of records to be prioritized. For example, perhaps the universe of 
documents to review includes 25,000 emails from 35 custodians. Ask the requester if there 
are custodians or timeframes the requester would like reviewed and released first; this is 
good customer service, and you know your review time is well spent. 

As a lways, document these communications and upload any written communication 
with the requester into FOIAonline. 

1. Are the documents responsive to the request? 

Once you have collected documents potentially responsive to a FOIA request, you must 
make sure that all reviewers have a single w1ified interpretation of the request. This 
ensures consistent responsiveness calls throughout the review process. If multiple people 
are reviewing docwnents to determine whether they are responsive to the request, 
consider having an initial meeting to discuss the FOIA request and what constitutes a 
responsive document. 

a. Occasionally, you may come across documents that are technically responsive (e.g., 
one of the search terms appears in an emai l) but that might have little to no 
informative value to the requester. Under the FOIA, agencies may not make value 
judgments on the uti lity of documents to the requester. Accordingly, such documents 
should be considered responsive. However, you may ask the requester whether it 
wants certain categories of minimally-informative documents (e.g., newspaper clips) 
to be processed. If you come across large numbers of such documents, the requester 
may want to narrow its request to exclude those documents, which may enable the 
Agency to process the FOIA more quickly with fewer fees . 

b. You a lso may come across documents that discuss several different subjects in a 
single document, only some of which are responsive to the FOIA request. An 
example could include a staff meeting agenda addressing multiple topics. Under the 
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FOIA and consistent with recent case law. if a FOIA record contains information 

responsive to the FOIA, the entire record is responsive, including the arguably non

responsive in fo rmation. Information in the record can, however, be withhe ld based 

on one ofthe FOIA exemptions. lfyou identify large portions of material that are not 

responsive to the FOIA, consider meeting with the requester to determine if the 

requester is interested in narrowing the scope of the FOIA request to remove that 

materia l. 

2. Do any of the FOIA Exemptions apply to your documents? 

The FOIA provides for nine exemptions that agencies may use to protect spec ific types of 

information. 

Exemption 1: Classified Information 
Exemption I applies only to in formation that has been properly c lassified according to 

criteria established by an Executive Order. Th is exemption is rarely asserted by the EPA. 

Exemption 2: Personnel Rules and Practices 

Exemption 2 of FOIA exempts from mandatory disclosure records that are '·related solely 

to the internal personnel rules and practices of an agency." T he Supreme Court has he ld 

that Exemption 2 covers only records ·'relating to issues of employee relations and human 

resources'' and that such records must be internal and relate sole ly to those personne l 

rules and practices. Exemption 2 is narrow in scope and. thus. is rarely used. 

Exemption 3: Federal Statute Prohibits Disclosure 

Exemption 3 protects from disclosure information that is prohibited from disclosure by 

another federal statute, provided that the other federal statute explicitly requires matters 

to be withheld from the public. Statutes found to qualify under Exemption 3 include. for 

example, FIFRA, the Internal Revenue Code, and the Patent Act. Note that if you 

withhold information under Exemption 3, you must identifY the statute under which you 

are withholding information in your response letter. 

Exemption 4: Trade Secrets and Confidential Business Information (CBI) (also 

referred to as Proprietary Business Information (PBI)) 

Exemption 4 protects "trade secrets and commercial or financ ia l information obtained 

from a person [that is] privileged or confidential." Based on this wording, the exemption 

covers two distinct categories of information in federal agency records, ( I) trade secrets. 

and (2) information that is (a) commercial or financial , and (b) obtained from a person , 

and (c) privileged or confidentia l. For purposes of Exemption 4, "trade secret" is defined 

as "a secret, commercially valuable plan, fo rmu la, process, or device that is used for the 

making, preparing, compounding. o r processing of trade commodities and that can be 

said to be the end-product of either innovation or substantial effort." 
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See Subsection 3 below for further information about reviewing documents that may 
contain CBI. 

Exemption 5: Privileged Communications 
Exemption 5 protects "inter-agency or intra-agency memoranda or letters which would 
not be available by law to a party other than an agency in litigation with the agency." In 
simpler terms. Exemption 5 protects those documents that are normally privileged in the 
c ivil discovery comext. This includes memoranda and letters but extends to many other 
types of documents as well. The three most common types of privi lege asserted w ith 
Exemption 5 are the Deliberative Process Privilege, the Attorney-Cl ient Privilege, and 
the Attorney Work Product Privilege. 

• Deliberative Process Privilege (DPP) 
o Internal : communication must be internal to the executive branch (e.g. , 

EPA. WH, DOT); 
o Pre-decisional -prepared to assist an Agency decision maker in arriving at 

his decision. rather than to support a decision already made: 
o Deliberative- Reflects the give-and-take discussion of the consu ltative 

process; 
o Privilege exists to: (I) encourage open, frank discussions; (2) protect 

against premature disclosure of proposed polices; and (3) protect against 
public confusion; 

o Apply DPP redaction "only ifthe agency reasonably foresees that 
disclosure would harm an interest protected by an exemption." 

o Some common examples include: 
- Draft documents, staff analysis, recommendations, advice, or opinions, 

internal e-mail discussions of potential courses of action, internal 
discussions about how to respond to a public inquiry, comments on 
draft rule-making documents. and e-mails or memos discussing 
Agency options. 

• Attorney-Client Privilege (ACP) 
o Internal: communication must be internal to the executive branch (EPA, 

WH, DOT, etc.); 
o Legal advice is sought or re lates to legal advice; 
o Communication between an auorney(s) and client(s); 
o Made in confidence; and 
o May have to show disclosure restricted to those who need to know within 

the Agency/Executive branch. 

• Attornev Client Work Product (A WP) 
o Internal to the executive branch (EPA. WH, DOT. etc.); 
o Prepared or obtained by or at the direction of an attorney; 
o In reasonable anticipation of litigation or active litigation; and 
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o Extends to documents prepared by or for a representative of a parry, 

including an agent 

Exemption 6: Personal Privacy 

Exemption 6 protects information about individuals in "personnel and medical fi les and 

similar files" when the disclosure of such information '·would constitute a clearly 

unwarranted invasion of personal privacy." When considering whether to assert 

Exemption 6, balance the privacy interest of the individual against the publ ic interest in 

disclosure. Common examples of content to withhold include private home addresses, 

personal phone numbers. personal email addresses, and medical information. 

Exemption 7: Law Enforcement 

Exemption 7 protects from disclosure certain types of'"records or information compiled 

for law enforcement purposes:· This exemption is comprised of six subsections, as 

described below. When asserting Exemption 7, remember to specify which subsection 

you are using. 

Exemption 7(A) protects records that "could reasonably be expected to interfere with 

enforcement proceedings." Th is includes information that would hinder the government's 

ability to control or shape the investigation. enable targets of the investigation to elude 

enforcement or suppress or fabricate evidence. or prematurely reveal the government's 

evidence or strategy. Note that th is exemption is "temporary" because it is appl icable 

only for the duration of the investigation. 

Exemption 7(8) is aimed at preventing prejudicial pretrial publicity that could impair a 

court proceeding, protects ''records or in formation com pi led for law enforcement 

purposes [the disclosure of which] would deprive a person of a right to a fair trial or an 

impartial adjudication. · 

Exemption 7(C) protects information that could reasonably be expected to constitute an 

unwarranted invasion of personal privacy. This exemption is li ke Exemption 6 except 

that it requires EPA to meet a lower standard ("reasonably expected to'· under exemption 

7(C) vs "clearly unwarranted'" for Exemption 6) and is applicable on ly in the law 

enforcement context. For example, Exemption 7(C) is sometimes used to protect 

identities of employees working on sensitive cases. 

Exemption 7(0) provides protection for ·'records or information compiled for law 

enforcement purposes [which] could reasonably be expected to disclose the identity of a 

confidential source, including a state, local, or foreign agency or authority or any private 

institution wh ich furn ished information on a confidential basis, and, in the case of a 

record or information compiled by a crimina l law enforcement authority in the course of 

a criminal investigation or by an agency conducting a lawful national security 

intelligence investigation, information furnished by a confidential source:· 
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Exemption 7CE) affords protection to law enforcement information that "would disclose 
techniques and procedures for law enforcement investigations or prosecutions, or would 
disclose guidelines for law enforcement investigations or prosecutions if such disclosw-e 
could reasonably be expected to risk circumvention ofthe law." 

Exemption 7(F) protects law enforcement information that "could reasonably be expected 
to endanger the I ife or physical safety of any individual." Courts have routinely upheld 
the use of Exemption 7(F) to protect the identities of law enforcement agents. EPA has 
also used this exemption to protect the identities of members of security details and to 
withhold schematics detai ling drinking water sources. 

Exemption 8: Financial Institutions 
Exemption 8 protects certain information related to financial institutions, but is only 
applicable for agencies responsible for regulating or supervising financial institutions. 
Accordingly, EPA does not assert Exemption 8. 

Exemption 9: Wells 
Exemption 9 exempts from disclosw-e "geological and geophysical information and data, 
including maps, concerning wells." This exemption can be applied to any type of well, 
including gas or water. An example of information withheld under Exemption 9 would be 
maps showing the exact locations of wells. 

3. Do your documents contain Confidential Business Information or Trade Secrets? 

FOIA Exemption 4 covers two categories of information, (1) trade secrets and (2) 
confidential Business information (CBI). 

CBI is commercial or financial information obtained from a person that is privileged or 
confidential. (See 5 U.S.C § 552(b)(4)). 

Trade secrets are a ··secret, commercially valuable plan, formula, process, or device that 
is used in making, preparing, compound ing or processing of a trade commodity, and that 
can be said to be the end product of either innovation, or substantia l effort." (See Public 
Citizen Health Research Group v. FDA, 704 F.2d 1280, 1288 (D.C. Cir. 1983)). 

);> Trade secret data may be found in contracts, manufacturing descriptions, schematics, 
product formulas, software, or quality control data/quality assurance procedures. 

A business may explicitly assert a CBI claim, such as by marking or stamping a 
document with a confidential or proprietary business information label. Even if no 
explicit claim was made, the information can still be potential CBI. If no c laim was made, 
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EPA regulations require the reviewer to apply the following standard to the business 

information: "[A]Ithough [the business] has not asserted a claim, (it] might be expected to 

assert a claim if it knew EPA proposed to disclose the information.'' (See 40 C.F.R. § 

2.204(c)(2)(i)). Ifyou have identified potential CBI, you must ask the affected business 

ifthey claim the information as CBJ, via telephone, email, or letter. The affected business 

has three working days to respond to your inquiry pursuant to EPA's regulations. (See 40 

C.F.R. § 2.204(c)(2)(ii)). Please note that this standard does not apply in some 

circumstances. Specifically, if EPA follows the notice requirements of 40 C.F.R. § 

2.203(b) when it collects the information (such as including the requ ired notice on a 

form), EPA may make the information available to the public without further notice to 

the business. (See 40 C.F.R. §§ 2.203(b), 2.204(c)); see also Appendix, Step 4 (relevant 

template letters relating to CBI). 

Practice Tip: Look for labels on documents tha t indicate that a business intended for 

information to remain confidential, s uch as "trade secret," "proprietary," or "confidential." 

Also, a covers heet may contain a C BI claim for tbe attached materia l. Examples of 

information typically determined to be CBI include pricing information, information related 

to production, volume, and tbe manufacturing process, and customer lists. 

Note that an affected business may waive its right to assert a CBI claim in which case 

you may release the information. You may always check w ith an affected business to see 

if the business will waive its claim. 

If an affected business claims, or waives, confidentiality verbally, follow up in writing. 

When potential CBI is identified. the Action Office must include the appropriate 

language in the ini tial denial letter and fo llow the proper procedures for tracking and 

processing a request for CBI as outlined in PBI Case Tracking Procedures. After the 

creation of the PBI case in FOIAonline, the Action Office works with OGC/ORC to send 

affected businesses substantiation requests, draft program recommendations, and revise 

the treatment of responsive records where necessary due to the final confidentiality 

determination. See Appendix, Step 3. 

EPA's CBI Regulations are accessib le at hups://www.~.:cfr.£!.ov/cui-bin/text

idx?rgn=div5&node- -W: 1.0.1.1.2. 
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>- Class Determination l -95. If you have documents containing contractors' 

information, consult with an attorney in OGC or ORC regarding the potential 

applicability ofClass Determination 1-95. 
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4. Seeregate non-exempt information and redact exempt information 

The FOIA requires that "any reasonably segregable portion of a record" must be released 
"after deletion of the portions which arc exempt" under the Act's nine exemptions. This 
requires you to redact the exempt in formation while producing the non-exem pt 
information. 

The FOIA states "[t]he amount of information deleted, and the exemption under which 
the deletion is made, shall be indicated on the released portion of the record, unless 
including that indication would harm an interest protected by the exemption in this 
subsection under which the deletion is made. If technically feas ible, the amount of the 
information deleted, and the exemption under which the deletion is made, shall be 
indicated at the place in the record where such deletion is made." Redaction marks should 
be vis ible and the exemption under which you are withholding information should be 
indicated. Note that judgment calls about what may be "helpful" to the requester are 
inappropriate when analyzing what, if any, information in a document can be segregated 
and released. If information does not fall within one ofthe nine exemptions, it should be 
re leased. 

Once you have determined which FOIA exemptions apply to a document and what 
in formation needs to be redacted, use the redaction tools in Adobe Pro DC or Relativity 
to .. black out" the content subject to a FOIA exemption, as discussed below. 

Practice Tip: Redact the exempt information in the document and release the remainder. 

T he two most commonly-used review platforms at EPA are Relativity and Adobe 
Pro DC. See Appendix, Step 4, FEAT Relativity Guidance, which includes 
instructions on how to redact in Relativity and the Instructions on How to Redact in 
Adobe Pro DC. 

5. Quality Assurance/Quality Control (QA/QC) 

Throughout the review process, you wi II need to ensure that responsiveness 
determinations, FOIA exemption determinations, and redactions are made consistently. 
This is called quality assurance/quality control (QA/QC). Below are some Adobe and 
Relativity Practice Tips for smoother, more efficient QA/QC process. 

Practice tips: Review QA/QC in Adobe Pro DC 
By using the "Create Comment Summary'· option in the Comment tool, you can more 
easily spot redaction issues such as redactions with improper or missing exemption or 
overlay text. 
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You can also use the search tool to conduct searches using relevant search terms to 
locate pages in responsive documents that may require review by other EPA offices 
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or other agencies. You can even export the resu lts to PDF or CSV. Some examples of 

search terms are below: 

• White House equities 
o "WH" or "POTUS" or "White House" or "EOP" or "CEQ" or "OMB" 

• Congressional relations equities 

o ·'Senate'· or ··Senator'· or ·'Congress" or ·'Representative'· or 

"Congressional" or "Hill" 

• Union equities 
o ' 'Union" or ''NTEU" or "AFGE" or "280" +any union officials or topic 

words that may be relevant. 

• OEX equities 
o Include current administrator's name and e-mail domains and any 

other relevant people in the Administrator's office. 

Note that these search terms can also be used for "batch-tagging" in Re lativity, as 

discussed below. 

Practice tips: Review QA/QC in Relativity 

Saved Searches: In Relativity, saved searches can be set up to capture common 

coding inconsistencies and/or missed equities. The documents can be batched for 

review and errors corrected. Contact the Discovery Services Division at 

ediscoven a epa. go\· for help with setting up saved searches. 

When setting up a search to catch coding inconsistencies, the search should capture 

documents in the following categories: 

• Release with redaction and no exemption selected 

• Release with redaction and no redactions applied 

• Release in full and exemption selected 

• Release in full and redactions applied 

• No disposition and exemption selected 

• Withhold in full and no exemption selected 

• Responsive and no disposition selected 

• Not responsive and exemption selected 

• Not responsive and has disposition selected 

• Anything marked "additional review required'' or similar 

Batch Tagging: Additionally, you can ·'batch tag'' items in Relativity for easy 

retrieval when handling equities. Batch tagging, or "mass coding," allows you to 

apply a specific coding choice to an entire set of documents that share a common 

term. Examples of terms that should be batch tagged are the same as those that should 

be searched for in Adobe, as mentioned above. 
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6. Awareness Reviews 

For many FOIA requests, the last step in the document review process prior to fina l 
approval for production is an "awareness review" for upper Agency management. This 
final step is for upper management, includ ing public affairs and congressional relations 
staff, to have a "heads up" as to what is being released to the public. This allows the 
public affairs staff to be prepared for any media inquiries that may be received following 
the release of documents. It also ensures coordination between productions of documents 
under FOIA and congressional oversight requests received by the Agency. You shou ld 
always discuss with your management as to the appropriate awareness reviews for a 
particular FOIA request. 
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Step 5: Production of Responsive Records 

A. Interim Release 

1. Importance of Interim Releases 

Requesters are less likely to seek litigation to get the records they want if they know you 

are actively working on their FOIA request. In addition to regular contact and a 

re lationship with your requester, interim or partial releases demonstrate progress to the 

requesters because actions (disclosing records) speak louder than words ("We are actively 

working on your request."). 

Interim responses can a lso be a valuable tool for narrowing requests. When requesters 

receive a partial release of records, they wi ll have an opportunity to review them and 

identify the records o r types of records in wh ich they are not interested. You can then 

narrow the request to exclude those records going forward. In some cases, you may 

produce the record or records in an interim production, and the requester may determine, 

after review of the documents, that it needs nothing further from the Agency and that the 

request can be closed . It is sometimes helpful to ask the requester if there are particular 

records or custodians in which he/she is most interested to increase the possibility that the 

requester may be satis fied with an interim production as a conclusion to the request. 

2. Required Elements of Interim Release Letter 

When making an interim production, it is important to accompany the records you are 

producing with correspondence that clearly explains to the requester what is being 

delivered and the status of the request. Below are fi ve key e lements to include in an email 

or lener to the requester when making an interim production. 

a. Information ahout the Reque.'lt 
Make sure to reference the request by number and provide a brief summary of what is 

sought. If the requester has c larified the request or you have had other significant 

communication , note it in the summary ofthe request. 

b. Description ofthe Records 
Provide information about the records themselves. This will vary depending on the 

records, it may make sense to provider the total number of documents, the total 

number of pages, the total nte size, or some other description. 

c. Schedule Going Fonvard 
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Include the anticipated date that the request wi ll be closed out, and if you wi ll be 

making additional interim productions, inform the requester as to when it can expect 

the next interim production(s). 
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d. A ppeal information 
Make c lear that the request is not being closed now. Inform the requester that when 
the request is c losed, in formation will be provided about appeal rights for any part of 
EPA's response, including a ll interim productions. The goal is to make sure the 
requester understands that this is an initial release and that the clock does not start on 
the appeal period until after the request is closed. 

e. Contact In formation 
In addition to the FOIA Public Liaison , make sure the requester has the direct contact 
information for someone who knows substantively about the request, such as the 
project lead or the FOIA Coordinator or FOIA Officer. The requester may be 
confused or have questions about the interim production or the status of the request 
going forward and should be provided with an Agency point of contact. 

B. Final Release and Response to Requester 

When all responsive records have been uploaded to FOIAonline, you will be ready to close 
out your request. It is important to follow your office's FOIA procedures which can be found 
on the intranet: http://intranet.epa.gov/foia!FOIA-Procedures.html. 

1. Required Elements of Final Release Letter 

The closeout letter for a request shou ld clearly inform the requester of the Agency's 
response and the requester's appeal rights. There is no one way to write a c loseout letter. 
The best letters should be tailored to the particular request. Each letter should contain the 
following elements: 

a. Information about the Request 
Make sure to reference the request by number and provide a brief summary ofwhat is 
sought. Jfthe requester has clarified the request or you have had other s igni ficant 
communicati on, describe it. It is particularly important to describe any agreed-upon 
modification or other narrowing of the FOIA request. The c loseout lener 
memorializes the Agency's actions and serves as an important piece of the FOIA 
record if an adm inistrative appeal or litigation is filed. 

b. Disposition 
There are four possible responses the Agency may provide. In form the requester 
which applies to the request. 

• Full Grant. The records, in the ir entirety, are released to the requester. 
• Partial Grant/Partial Denial. Portions of the record are withheld from the 

requester if covered by one or more FOIA exemptions. The portions of the 
record that are not redacted are re leased to the requester. 

• Denial. The records, in their entirety, are withheld from the requester if 
covered by one or more FOIA exemptions. 
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• No Records. If, after a reasonable search likely to uncover all responsive 

documents, no records are located that are responsive to the request, the 

requester must be informed in writing to that eftecl. 

c. Identification of Witltlteld Records 

If any records are being withheld in whole or in part, prov ide the requeste r with ( I) an 

index or description ofthc records being withheld and (2) a summary of the FOIA 

exemptions that are being applied. 

d. Final Appeal Rigllts 
The following paragraph includes the information required to be conveyed to the 

requester regarding its appeal rights: 

This Ieifer concludes our response to your request. You may appeal 

this response by email at hqjoia@epa.gov, or by mail to the 

National Freedom of ~~~formation Office, US. EPA , 1200 

Pennsylvania Avenue, N. W. (2822T), Washington, DC 20-160. Only 

items mailed through the United States Postal Service may be 

delivered to 1200 Pennsylvania Avenue. If you are submilling y our 

appeal by hand delivery, courier service, or overnight delivery, you 

must address your correspondence to 1301 Constitution Avenue, 

N. W. , Room 6-1161, Washington, DC 20001. Your appeal must be in 

writing, and if must be received no later than 90 calendar days from 

the date of this feller. The Agency will not consider appeals received 

after the 90 calendar day limit. Appeals received after 5:00pm EST 

will be considered received the next business day. The appealletler 

should include the FOIA tracking number listed above. For quickest 

possible handling, the subject line of your email, the appeal letter, 

and its envelope, if applicable, should be marked "Freedom of 

Informal ion Act Appeal.·· Additionally, you may seek dispute 

resolution services from EPA's FOIA Public Liaison at 

hqjoia@epa.gov or (202) 566-1667, orfrom the Office of 

Government Information Services (OGIS). You may contact OGIS in 

any of the following ways: by mail, Office of Government 

Information Services, National Archives and Records 

Administration, Room 2510, 8610 Adelphi Road, College Park, MD 

207-10-6001: email, ogis@nara.gov: telephone, (202) 7-11-5 770 or 

(877) 68-1-6-1-18; or fax, (202) 7 41-5 769. 

e. Contactln(ormation 
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The requester should be informed of a contact who can help if there are questions 

about the request. Additionally, consistent with the 20 16 Amendments to FOIA, 

the req uester should be provided contact information for the FOIA Public Liaison 
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and the Office of Government Information Services. See the sample language 
below: 

f Final Bill 

Additionally, you may seek dispute resolution services from EPA 's 
FOJA Public Liaison at hq.foia@epa.gov or calf (202) 566-1667. 
You may also seek assistance from the Office of Government 
Information Services (OGIS). You may contact OGJS in any of the 
following ways: by mail, Office of Government Information 
Services, National Archives and Records Administration, Room 
2510, 8610 Adelphi Road, College Park, MD 207 40-600 I; email, 
ogis@nara.gov; telephone, (202) 741-5770 or (877) 684-6448; or 
fa .. 'C, (202) 741-5769. 

Inform the requester what fees are being assessed and how they should be paid. 

g. Signature 
Final closeout letters must be signed by the Action Office at the Division Director 
level or higher. 

2. Disclosure through FOIAonline 

FOIAonline is more than a convenient way to disclose records to a requester. Disclosure 
of records through FOIAonl ine is required under EPA pol icy and procedures. See EPA 
FOIA Policy, CIA 2157.1 , and EPA FOIA Procedures, CIO 2157-P-01.1. 

3. Recordkeepine Requirements for FOIA Requests 

FOIAonline is used to maintain records related to a FOIA request in accordance with 
records management requirements and as a record of how a request was processed should 
it be appealed or litigated. Before closing a request, upload (1) all key correspondence 
and (2) all responsive records. 

Uploading key correspondence is vital to preserving the record of how a FOIA request 
was processed. Any interactions with the requester that did not occur through 
FOIAonline should be documented and uploaded. For email correspondence, create a 
PDF of the email and upload it as "other" correspondence. Key internal correspondence 
such as communications requesting electronic searches or describing document col lection 
should be uploaded as "other" correspondence as well. 

It is important to upload all responsive records to FOIAonl ine, including those that are 
not releasable. Uploading records that will be withheld preserves the entire record so that 
it can be reviewed in fu ll on appeal or during litigation. Be sure when uploading records 
to designate the proper re lease type for each record. 
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Practice Tips for Complex FOIAs 
)> When multiple requesters arc seeking the same or similar records, use a single FOIA 

tracking number as a repository for the records a nd direct other requesters to that 

account. 
)> When a particular topic is expected to generate many requests, make usc of 

proactive disclosures. 
)> When closing out many requests on the same topic, be mindful of expedited 

processing and the order in which requests were submitted. 
> Communication is important. Ifyou are having technical problems that may delay a 

production or closing out a request, let your requesters know. 
> Be sure when uploading records to FOIAonline to designate the proper release type 

for each record. 
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Step 6 -Administrative Appeals 

A. What is an Administrative Appeal? 

The FOIA and EPA's implementing regulations provide FOIA requesters the right to appeal 
any "adverse determination" that the Agency makes regarding a FOIA request. EPA's FOIA 
regulations, at 40 C.F.R. § 2.1 04(g), include the fol lowing list of"adverse determinations" 
that are subject to appeal: 

• a determination to withhold any requested record in whole or in part; 
• a determination that a requested record does not exist or cannot be located; 
• a determination that what has been requested is not a record subject to the FOIA; 
• a determination on any disputed fee matter, including a denial of a request for a fee 

waiver; and 
• a denial of a request for expedited treatment. 

Within 90 days of an adverse determination by the Agency, requesters may submit appeals, 
in writing, e ither through FOIAon line, by email to hq .foia@epa.gov, or by U.S. Mail to EPA 
Headquarters, National FOTA Program Office. An appeal should identify the Agency 
determinations being appealed and include the assigned FOJA request number. 

B. What happens if the Agency's final FOIA response is appealed? 

Administrative appeals are routed, via FOIAonl ine, to EPA's Information Law Practice 
Group, General Law Office, Office of General Counsel. Shortly after receipt, the requester is 
sent an acknowledgement letter and the appeal is assigned to an OGC attorney for 
processing. The OGC attorney wi ll then contact the relevant program or regional staff to 
address any questions concerning the record. 

EPA has 20 working days by statute to process an appeal, but this deadline can be extended 
for "unusual circumstances" pursuant to the same rules appl icable to extension of FOIA 
request deadlines. Once the appeal determination is completed, the OGC attorney contacts 
the relevant office(s) that processed the request, notifies the office(s) of the decision, and 
issues the decision to the requester through FOIAonline. 

C. What is your role in the administrative appeal process? 

You may be notified by your FOIA Officer that an appeal relating to the FOIA request you 
handled has been received. As noted above, you will be contacted by the OGC attorney 
handling the appeal, as the attorney will likely have questions relating to the file and/or need 
additional information. Your FOIA Coordinator or Officer should also be able to review in 
FOIAonline who in OGC is assigned to an appeal so you can a lways reach out to the attorney 
to provide any context or other information that may be helpful for processing the appeal. 
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Please follow the instructions provided by the attorney concern ing what action or information 

is needed. When contacted by OGC, please be sure to have the following information 

available: 

• A complete set of the documents withheld in fu ll , in unredacted form; 

• A complete set of documents withheld in part (redacted documents) (ideally a markup 

copy of the redactions not yet applied, to review what material was redacted); 

• The complete organized file relevant to the FOIA, including communications with the 

requester; 
• Points of contact for staff in the Contributing Offices who worked on the request; and 

• All communication regarding the processing of the FOIA, as well as all documents 

responsive to the FOIA (released, withheld in full and withhe ld in part), should be 

included in FOIAonline. 

Pursuant to the 2016 Amendments to FOIA. the period to appeal an adverse determination is 

90 days from the date of issuance of the adverse determination. As such, it is important to 

keep the above-noted information readily accessible in case an appeal is filed. 

• For large volume responses, keep an organized electronic copy of the relevant 

materia ls to provide to OGC in the event of an appeal. FOIAonline currently does not 

permit bulk downloads of large volumes of documents, which complicates an 

expeditious review of a fi le. 

Common issues on appeal relate to the adequacy of the Agency's search, the propriety of the 

Agency's withholdings. the propriety of denying a fee waiver, and the adequacy of the 

Agency' s description ofwithholdings. 

D. What are the potential outcomes in resolving an administrative appeal? 

• Appeal is Denied in Full: OGC determines that all challenged actions were performed in 

compliance with statutory and regulatory requirements. No futther action is needed. 

• Appeal is Granted in Full or In Part: OGC determines that one or more challenged actions 

were not performed in full compliance with statutory and regulatory requirements in all 

aspects of the response. 
o Without Remand: OGC determination will complete the corrective action by 

attaching the releasable records or portions of records, or otherwise complete the 

corrective action for the Agency. 

o With Remand: Pursuant to 40 C.F.R. § 2.1 04(k), OGC determination wi ll provide 

instructions for completing corrective action by remanding the request to the 

Action Office (the program office assigned to the request). That office should 

then address the instructions on remand. 

• Timing on remand: the instructions will either include a) a timeframe for 

completing the corrective action(s). or b) a timeframe for the program 

office to communicate a schedule for completion to the requester. 
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• lfyou are instructed to re lease additional information to the requester, 
OGC advises that you re-open the FOIAonline case file for the request and 
upload the new responsive information to that case fi le. 

• ln most cases, you should issue a new determination letter. OGC 
recommends that you do not include appeal rights if you were directed to 
re-review withholdings or to conduct a new search and no additional 
material was withheld. Please contact OGC if you have questions about 
whether to include appeal rights after a remand. Be sure to upload any 
correspondence to the requester to FOIAonline before closing the request 
again. 
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Step 7 -Litigation 

FOIA requesters can initiate litigation if the Agency denies their administrative appeal, or if the 

Agency fai ls to respond to their FOIA request within the statutory time frame. The attorneys in 

OGC's General Law Office handle all FOIA litigation filed against EPA. These anorneys work 

directly with Department of Justice (DOJ) attorneys to litigate the cases. 

For a court to have jurisdiction to hear a case, the FOIA requester must allege that the agency has 

improperly withheld records. Allegations that an agency ·'improperly withheld records" may 

include: 

I. Failing to respond to a FOil\ request within the statutory timeframe; 

2. Improperly withholding records. or portions of records, under a FOIA exemption; 

3. Not conducting a reasonable search for records; 

4. Denying a fee waiver or expedited processing; or 

5. Challenging a fee category designation. 

A. General Overview of the Litigation Process 

If the Agency is sued over a FOIA request, an attorney from OGC's General Law Office wil l 

reach out to the lead contact for the Action Office to discuss the administrative record 

supporting the FOIA action. If EPA has not provided a response to the FOIA requester, the 

OGC artorney wi ll d iscuss with the lead contact for the Action Office where the Action 

Office is in the search and collection process and develop a production schedule. 

The following provides a general overview of the primary steps in litigation: 

1. The Complaint: A FOIA requester initiates litigation by filing a Complaint. In the 

Complaint, the pla intiff (FOIA requester) wil l identify the FOIA request(s) at issue and 

the bases for filing suit (e.g., agency's fai lure to respond to the FOIA, or a challenge to 

the agency's search and/or withholdings). 

2. The Answer: EPA has 30 days (from the date the plaintiff serves the United States 

Attorney's Office) to respond to the Complaint in the form of an Answer. An Answer is 

generally EPA's first pleading and it responds. point by point, to the allegations in the 

Complaint. The Answer also includes any affirmative defenses or counterclaims E PA 

may have. 

3. Schedule for the Production of Documents (failure to •·espood cases): IJ the case 

concerns EPA's failure to respond to a FOIA request, OGC and DOJ will initiate 

discussions with the plaintiff regarding a production schedule for any documents 

remaining to be produced. Once documents are produced, the plaintiff has an 

opportunity to rev iew the documents to determine if the case can be reso lved without 
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further briefing. lfthe plaintiff reviews the documents and seeks to litigate any issue, 
such as the Agency's withholdings, the case proceeds to substantive briefing. 

4. Substantive Briefing: If the plaintiff challenges the Agency's search or withholdings or 
raises any other issues, the case wi ll proceed to briefing. Generally, FOlA cases are 
resolved when one or both parties file Motions for Summary Judgment. A Motion for 
Summary Judgment is a motion whereby the party filing the motion (the movant) asks the 
court to rule in its favor and dismiss all, or part, of the litigation. A Motion for Summary 
Judgment includes a motion asking the court to rule in the moving party's favor and a 
brief called a Memorandum in Support of the Motion for Summary Judgment. The 
Memorandum in Support of the Motion for Summary Judgment is the Agency's 
opportun ity to make its case and exp lain why the Agency met the relevant requirements 
in processing the FOIA request in dispute. In support of a Motion for Summary 
Judgment, EPA will file a declaration and Vaughn Index. 

a. Declaration: The content of the declaration depends on the issues plaintiff has 
raised. A declaration contains factual statements and the declarant attests to the facts 
in the declaration under penalty of perjury. For example, in a case challenging the 
Agency' s search, the declaration would address how the Agency searched for 
responsive records. The Agency 's brief would, in turn, cite to the declaration and 
explain why the Agency's search was reasonable. In a case challenging the 
application of the FOIA exemptions to certain documents, the declaration would 
explain the nature of the documents at issue and the basis for the claimed 
exemption(s). The declaration assists the court in resolving the case without the need 
to review the documents in question in the underlying FOIA. (See Vaughn v. Rosen, 
484 F.2d 820 (D.C. C ir. 1973)). 

Who can be a declarant? The declaram must have ·'personal knowledge" of the 
facts presented. (See Fed. R. Civ. P. 56(e)(l)). Personal knowledge includes 
information provided to the declarant by co-workers or subordinates. Generally, 
the declarant is an individual in management who has personal knowledge ofthe 
processing of the FOJA request at issue. 

Briefi ng in a FOIA case may occur several months after the case is filed, 
especially in cases alleging a failure by EPA to respond to the FOIA request. It is 
important to maintain a well-documented case file. as that file wi ll be useful in 
preparing the declaration. 

b. Vaughn Index: Generally, the declaration references the Agency's Vaughn Index. 

9/14/2017 

A Vaughn Index is an index that describes the records withheld and the basis for the 
withholdings. There are different formats for a Vaughn Index, including, for example, 
an itemized description of each document, and a categorical approach, where simi lar 
documents are described together (as opposed to the itemized document-by-document 
approach). 

A n example of an excerpt from a Vaughn Index is below. 
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B. What is the role of the Action Office and Contributing Offices in 

Litigation? 

The Action Office and Contributing Offices are responsib le for: 

l. Ensuring that the OGC attorney assigned to the case has a copy of the entire FOJA file, 

including in fo rmation about the search (e.g. , dates, terms, custodians, reposi tories, scope 

ere.); information related to the Agency's collection efforts; emails and other 

correspondence with the FOIA requester; and copies of the responsive records (both with 

and without redactions applied); 

2. Responding to any questions OGC has regarding the record; 

3. Completing the document production, which is relevant in cases involving a fa ilure to 

produce records: and 

4. Reviewing al l draft pleadings in the case and preparing the declaration in support of the 

Motion for Summary Judgment. 

Litigation is time-consuming. EPA is also under court-ordered deadlines to submit 

briefs. As such, it is important that tbe FOlA team works together closely to ensure 

the deadlines are met. 
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C. Potential Outcomes 

Courts generally dispose of FOIA cases based on Motions for Summary Judgment. If a court 

rules for EPA by granting the Agency' s Motion for Summary Judgment, in full , the case will 

be dismissed. If the Court rules against EPA, in whole. or in part, there are different 

potential outcomes. For example, the court could ask EPA to submit the documents withheld 

under FOIA for in camera inspection so the court can assess the Agency's withholdings. 
EPA would then submit the documents at issue for the court to review. In camera inspection 

is not common. During in camera inspection, plaintiff and plaintiffs counsel are not allowed 

to view the records; only the court views the records. If the court rules against EPA, another 

potential outcome is for the court to order the Agency to release some or all of the withheld 

records. If the court tinds that the Agency fa iled to conduct a reasonable search, it could 

o rder the Agency to conduct a new search. 

D. Attorney's Fees- What you need to know 
A party seeking attorney's fees and costs in a FOlA action must show that it is both eligible 

for, and entitled to, such fees . The plaintiff also bears the burden of demonstrating the 
reasonableness of its fees. In assessing whether a plaintiff is eligible for attorney fees, the 

evaluates whether the plaintiff'·substantially prevailed." If a plaintiff is eligible for 

attorney 's fees, the court must then determine if the plaintiff is entitled to fees by evaluating 

four factors: 

1. the public benefit derived from the case; 
11. the commercial benefit to the plaintiff; 

111. the nature of the plaintiffs interest in the records sought; and 

iv. whether the government's withholding had a reasonable basis in law. 

Under FOIA, if payment of attorney's fees is required, those fees are paid by EPA. See 

OCFO' s Procedure 3 (http:// imranet.epa.gov/ rmdvalh /polic ics/dircct/2540/2540-08-
p3 pavmcnt of ca ja.pd t), wh ich provides that payment of FOIA attorney's fees is made 

from funds appropriated to the Responsible Planning and Implementation Office (RPIO) 
involved in the FOIA judgment. The RPIO is generally the regional or program office 

designated by the FOIA Coordinator or FOIA Officer as the lead office (Action Office) for 

the FOIA request. 
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Initial Short FOIA Response Template 

This template is a short initial note that you can send via FOJAonline, felling the requester 

know your contact information. that you are reviewing the request and that you will be back 

in touch promptly once you have had a chance 10 review fully the requesl. This can be 

accomplished by clicking the "Creale Correspondence" tab in FO/Aonline or by sending via 

e-mail and then uploading into FOIAonline. 

Subject: [FOIA ID # X:XX-XXXX] 
Dear (FOIA Requester]: 

My office has received your FOJA request. I will contact you again after we have had an 

opportunity to review the request fully. I will be your point of contact. Please feel free to 

contact me directly with any questions or concerns. Additionally, at any point in time, you 

may seek assistance from EPA's FOlA Public Liaison at hq.foia@epa.gov or (202) 566-

1667, or from the Office of Government Information Services (OGIS). You may contact 

OGIS in any of the following ways: by mail, Office of Government Information Services, 

National Archives and Records Administration, 8601 Adelphi Road-OGIS. College Park. 

MD 20740-600 I; email: ogis@nara.gov; telephone: (202) 741-5770 or (877) 684-6448; or 

fax: (202) 741-5769. 

S incerely, 

[Your Name] 
[Your Phone Number] 

2 
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Initial Detailed Response Template 
This template provides optional sections and language to fit the circumstances of any 
particular request. If the requester provides telephone contact information, it is always a 
best practice to accompany the initial response Iefler with a telephone call to the 
requester. When using this template, read the sections below carefully and edit the 
bracketed portions consistent with the request at issue. Send via regular mail on Agency 
Lellerhead and upload corre.spondence in FOIAonline or send as an email via 
FO!Aonline. 

[Name 
Organization 
Street 
City, State Zip} 

[DATE STAMP} 

Re: Freedom of Information Act Request No. EPA-XX-XXXX"-.xxxxx.x; Initial Response 

Dear Mr./Ms. [Last name}: 

Thank you for your Freedom of Jn tormation Act request. This letter concerns the above
referenced Freedom oflnformation Act (FOIA) request, received by the U.S. Environmental 
Protection Agency (EPA or Agency) on [MONTH DAY, YEAR}, in which you requested 

[INSERT directly what the FOIA request stated or accurately paraphrase description of 
requested records]. 

Opportunity to Discuss and Modify (ifneeded) 

[Edit as appropriate] 

Your request is [too broad to be completed within 20 days and/or does not reasonably describe 
the records you are seeking in a way that will permit EPA employees 10 identify and locate 
them.} 

For example, we would like to discuss the types of records you are interested in, and the possible 
locations of these records. We would like to further understand the specific subject matter of the 
records so that we are able to craft a search and provide you with the records you seek. 
[EXPLAJlll WHY YOU CANNOT IDENTIFY AND LOCATE THE RECORDS]. 

3 
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In addition, requests phrased as legal discovery, e.g., for a ll records " including but not limited 

to" and •·pertaining to'' a subject with no further limitation, do not provide adequate information 

to allow a professional employee to determine which records you wish EPA to provide. 

EPA's FO I A regulations state: 

·'Whenever possible, your request should include spec ific informat ion about each record 

sought, such as the date, title or name, author, recipient, and subject matter. If known, 

you should include any file designations or descriptions fo r the records that you want. 

The more speci fie you are about the records or type of records that you want, the more 

likely EPA will be able to identify and locate records responsive to your request." 

40 C.F.R. § 2. 1 02(c). 

We would like to provide you the opportunity to discuss the request with us and c larity the 

records that you are seeking so that EPA can process your request. As indicated in 40 C.F.R. § 

2.1 02(c). please include or be prepared to discuss any specific information about the records you 

seek, including time period, authors, or a more detailed description of the records' subject matter. 

Unusual Circumstances and Extension of Time (if needed) 

[Edit as appropriate} 

Pursuant to 40 C.F.R. § 2. 1 04(d), an extension of time to respond to your request is necessary. 

Given the scope of the request, EPA antic ipates that 

[. .. the response will require significant amount of EPA 's resources and rime to search 

for. and appropriately examine the voluminous amount of records to comple1e this request 

and/or 

... to search for and collect the requested records from multiple EPA offices thai are 

separate from the office processing the request " and/or 

... the need for consultation with another agency having a subslantia/ interest in the 

determination of the request."} 

EPA has initiated the coordination of and search fo r responsive records in our fi les. Because of 

the c ircumstances described above, it is difficult to predict with certainty how many records may 

be involved. [Optional: Nonetheless. at this time, EPA estimates the Agency will be able to 

complete this request by [DATE, MONTH. YEAR}. We appreciate your palience.] 

[Only if Relevant: Since the time of your request and as of today 's dale, EPA has received 

additional FOIA requests about [Topic} including several requests that were approved for 

expedited processing. These expedited requests will be processed before your request. However, 

many of the documents that are responsive to those requests will also be responsive to your 

request. These documents will be made publicly available on a rolling basis as they are 

produced.] 

9/ 14/20 17 
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Processing Fees (if needed) 

[Edit as appropriate] 

[Option 1: On [DATE}, the EPA 's National Freedom of information Office granted the fee 
waiver request that accompanied the FOJA request. Therefore, you will not be assessed fees. 

Option 2: On [DATE}, the EPA's National Freedom of information Office denied the fee waiver 
request that accompanied the FOJA request. Therefore, we must receive an assurance of 
payment before processing the request. 

Option 3: You were placed in the "other"fee category, which means you will be charged for 
search, and duplication costs in accordance with the Agency 's regulations under 40 C.F.R. Part 
2, Subpart A. Therefore, we n1ust receive an assurance of payment before processing the request. 

Option 4: You were placed in the commercia/fee category, which means you will be charged for 
search, review, and duplication costs in accordance with the Agency 's regulations under 40 
C.F.R. Part 2, Subpart A. Therefore, we must receive an assurance of payment before processing 
the request. 

Option 5: You were placed in the "medialeducationa/"fee category, which means you may be 
charged for duplication costs in accordance with the Agency 's regulations under 40 C.F.R. Part 
2, Subpart A.] 

Publicly Available Information (ifneeded) 

The following are sources of publicly available information that you can access immediately: 
[Edit as appropriate to your request. You may include fire links to other relevant FOIA 
responses, your Program specific website, and any of the links below}: 

• OW' website: https:t/www.epa.gov/honwadvanced-search 
• FOIAonline for records previously released through FOIA requests: 

https://foiaonl ine .regu lations.gov/foia/action/publ ic/searchl 
• Frequently requested records: https:/'www.cpa.gov/foia:national-online-foia-librarvt! request 
• Environmental Topics Information repositories: https:h \'\vw.epa.gov/environmental -topicstz

indcx 
• Techn ical/scienti fie/educational pub! ications: https :.'/www .epa. gov/nsccp 
• Administrative and Environmental Appeals Board cases: lmps:/:www.epa.gov/fo ia/national-

onl ine-foia-1 ibrarv#opin ions 
• Staff Manuals and Guidance: https://www.epa.gov/foia•national-online-foia-librarv#admin 
• Policy Statements: hnps://www .epa. e.ov/foiafnational-onl i ne-foia-1 i bran· tistatemem 
• Superfund sites and data: https:/iwww.cpa.gov/toia.inational-online-foia-librarv#superfund 

9/ 14/2017 
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Next Steps 

[Edit as appropriate) 

The processing clock is stopped for your FOIA request until we receive [your assurance of 

payment [and/or] your clarification or modification.) 

Please respond within ten calendar days from the date of this letter to arrange a time to discuss 

your [request and fees). 

You may contact [Program Contact] at (email address) or at (telephone numbe1) with your 

response or if you have any further questions. If we do not receive a response from you [By X 

Date (at least 20 days from date ofle/ler)], we will consider your request to be voluntarily 

withdrawn. [Edit as appropriate: Once the request is clarified and we receive a wrillen 

assurance of payment, we will continue processing your FOIA request] and provide you with an 

estimated timeframe for completion. If you wish to request information connected to this request 

in the future, please reference the FOIA request number. 

Additiona lly, you may seek assistance from EPA's FOIA Public Liaison at hq.foia@epa.gov or 

(202) 566-1667, or from the Office of Government Information Services (OGIS). You may 

contact OGIS in any of the fo llowing ways: by mail, Office of Government Information 

Services. National Archives and Records Administration, 860 I Adelphi Road-OGIS. Co llege 

Park. MD 20740-600 I ; email : ogis@nara.gov; telephone: (202) 741-5770 or (877) 684-6448; or 

fax: (202) 741 -5769. 

9/ 14/2017 

Sincere ly. 

[NAME] 
{flTLE] 
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Closure for Failure to Modify FOIA Request Template 

This template is for correspondence to a requester who has failed to modify an improper 
request. This should be used only after it is clear that the requester will not modify a request. 
Send via regular mail on Agency Lellerhead and upload correspondence in FO/Aonline or 
send as an email via FO/Aonline. 

[Name 
Organization 
Street 
City, State Zip) 

{DATE STAMP} 

Re: Freedom of Information Act Request No. EPA-XX-XYXX-XXXXAX, Closure For Fai lure to 
Modify 

Dear Mr./Ms. [Last name): 

Thank you for your Freedom oflnformation Act request. This lener concerns the above
referenced Freedom of In formation Act (FOIA) request, received by the U.S. Environmental 
Protection Agency (EPA or Agency) on [MONTH DAY. YEAR}, in which you requested 

[INSERT directly what the FOIA request stated or accurately paraphrase description of 
requested records). 

Your request does not reasonably describe the records you are seeking in a way that will permit 
EPA employees to identify and locate them. The EPA's FOIA regulations explain: 

"Whenever possible, your request should include specific information about each record sought, 
such as the date, title or name, author, recipient. and subject maner. If known, you should 
include any fil e designations or descriptions for the records that you want. The more speci fic 
you are about the records or type ofreeords that you want, the more likely EPA will be able to 
identify and locate records responsive to your request." 40 C.F.R. § 2.1 02(c). 

We sent you a letter dated [DATE] providing you the opportunity to clari fy the records that you 
are seek ing so that EPA can process your request. We asked that you contact us by [DATE], 
with your clarification, and we have not received additional information from you. so we are 
administratively closing your request. 

This letter concludes our response to your request. You may appeal th is response by email at 
hq.foia@epa.gov, or by mail to the National Freedom of Info rmation Office, U.S. EPA, 1200 
Pennsylvania Avenue. N.W. (2822T), Washington, DC 20460. Only items mailed through the 
United States Postal Service may be delivered to 1200 Pennsylvania Avenue. l fyou are 

9/ 14/20 17 
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submitting your appeal by hand delivery, courier service, or overnight delivery, you must address 

your correspondence to 130 I Constitution Avenue, N. W., Room 6416J, Washington, DC 2000 I. 

Your appeal must be in writing, and it must be received no later than 90 calendar days from the 

date of this letter. The Agency will not consider appeals received after the 90-calendar-day li mit. 

Appea ls received after 5:00pm EST will be considered received the next business day. The 

appeal letter should include the FOIA u·acking number listed above. For quickest possible 

handling, the subject li ne of your email, the appeal letter, and its envelope, if applicable, should 

be marked "Freedom of Information Act Appeal." Additionally, you may seek dispute reso lution 

services from EPA's FOIA Public Liaison at hq.foia@epa.gov or (202) 566-1667, or from the 

Office of Government Information Services (OGIS). You may contact OGIS in any of the 

following ways: by mail, Office of Government Information Services, National Archives and 

Records Administration, 860 I Adelphi Road-OGIS, College Park, MD 20740-600 I; email: 

ogis@nara.gov; telephone: (202) 74 1-5770 or (877) 684-6448; or fax: (202) 741 -5769. 

9/ 14/2017 

Sincerely, 

[NAJ'v!E] 
[TITLE) 
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Requests Seeking Only Information Publicly 
Available on EPA's Website Template 

This template can be used for responding to requests that seek only information publicly 
available on EPA 's website. Send via regular mail on Agency Lellerhead and upload 
correspondence in FOIAonline or send as an email via FOIAonline. 

Subject: [FOIA ID # XXX-XXXX] 

Dear Mr./Ms. [Last name }: 

This is in response to your Freedom of Information Act (FOIA) request, identified above. dated 

[Month, Day, Yem}. that you submitted to the U.S. Environmental Protection Agency (EPA). 

Your request seeks the to llowing documents: 

[IJilSERT directly what the FOIA request stated or accurately paraphrase description of 
requested records}. 

The information that you are seeking is public ly available on EPA's website at [describe where 
on EPA 's website material can be found and insert/ink to that location}. Because this 
information is publicly available, your FOIA request for this information is being 
administratively closed. in accordance with EPA's FOIA regulations. See 40 C.F.R. Part 2, 

Subpart A. 

If you consider this response to be a denial of your request, you may appeal this response by 

email at hq.foia@epa.gov, or by mail to the National Freedom of Information Office, U.S. EPA, 

1200 Pennsylvania Avenue, N.W. (2822T), Washington, DC 20460. Only items mailed through 

the United States Postal Service may be delivered to 1200 Pennsylvania Avenue, N .W. lfyou 

are submitting your appeal by hand delivery, courier service, or overnight de livery, you must 

address your correspondence to 130 I Constitution Avenue, N. W., Room 6416J, Washington, DC 

2000 l. Your appeal must be in writing, and it must be received no later than 90 calendar days 

from the date of this letter. The Agency wi ll not consider appeals received after the 90-calendar
day limit. Appeals received after 5:00pm EST will be considered received the next business day. 

The appeal letter should include the FOIA tracking number listed above. For quickest possible 

handling, the subject I ine of your email, the appeal letter, and its envelope, if applicable, should 
be marked "Freedom of Information Act Appeal." Add itionally, you may seek dispute resolution 

services from EPA's FOIA Public Liaison at hq.foia@epa.gov or (202) 566-1667, or from the 

Office of Government In format ion Services (OG IS). You may contact OGIS in any of the 

following ways: by mail, Office ofGovernment lnformation Services, National Archives and 

Records Administration. 8601 Adelphi Road-OGIS, College Park, MD 20740-600 1; email, 

ogis@nara.gov; telephone, (202) 741-5770 or (877) 684-6448; or fax, (202) 741-5769. 
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Thank you for your interest in this information. 

9/14/2017 

Sincerely, 

[NAME} 
[TITLE] 
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Checklist for Clarifying Reguests 

This checklist is a quick reference for things to consider when allempting to idemify components 

of a request that may be missing or ambiguous and for which clarification is needed. 

While EPA 's regulations cite the categories below as items that should be included in a request, 

failure to include one or more of these categories does 110 1 automatically make the request 

improper or not reasonably described. 

Categories of Information to Discuss with Reguestcr for Clarification: 

The more categories on which you and the requester can agree, the more straightforward 

processing the request will be. 

0 Type(s) ofRecords: Email s, Documents, Memoranda, Notes, Presentations. Text 

Messages, Schedule, Voicemail , Data. Logs, etc. 

0 Subject Matterffopic/Search Terms 

0 Date Range 

0 Specific Departments/Custodians/Positions 

9/1 4/2017 
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New Complex FOIA Project: Initial Meeting with Team Checklist 

This checklist may assist the Action Office in coordinating the initial meeting with the 

Contributing Offices and any other necessary parties and begin meaningful collaboration on 

the FOIA request. This checklist assumes the request has been clarified with the requester. 

Participa nts for a n initial discussion: Lead contact and Subject Matter Experts from Action 

Office and FOIA Coordinator and Subject Matter Experts from Contributing Office(s). 

D Identi ty and Clarify the following roles: 

o FOIA Coordinator for each office; and 
o Lead contact in the Action Office and any other lead contact(s) from Contributing 

Office(s) to include on all internal correspondence. 

0 Listen carefully and ask questions. Think through: 
o Scope; 
o Time Period; 
o Potential Custodians; 
o Record Types, Locations, and Systems: and 
o Potential Search Terms. 

C Timing 

9/ 14/20 17 

o FOIA Clock 
• How many days remain on the FOlA clock? and 

• Are there unusual circumstances permitting the Agency to extend the due 

date? 

o Potential Resource Concerns 
• What do the team 's resources look li ke? 
• 
• 
• 

Any upcoming large projects? 
Emergency Project or anticipated resource issues? 
Familiarity with Relativity? 
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FOIA Fees Decision Tree 

The following jlow char! can assisl with determining which fees should be charged to the 

requester. 

Commorc111 Moychllrce 

revltw ond duplation 

All Other O..plabon , .... 

News Media and 
Educational: No Ius. 
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